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Abstract— Cloud computing environments are easy targeted by intruders and pose new risks and threats to an organization 

because of  its service and operational models, the underlying technologies, and their distributed nature that relies on the 

network for its working. However, IDSs are among the efficient security mechanisms that can handle most of the threats of 

cloud computing. In spite this, several deficiencies of current IDSs technologies and solutions hinder their adoption in a cloud. 

The proposed work focuses on developing improved IDS that provides an integrated approach of both techniques i.e. anomaly 

based as well as knowledge based whether implement on network or host based IDS for cloud computing to detect masquerade, 

host, and network attacks and provides efficient deployments to detect DDoS attacks. The work comprises of integration of two 

powerful open source tool Suricata and Snort together with the proposed DDoS detection rule make the working of IDS more 

effective and high alarm rate generating Hybrid IDS. 
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I. INTRODUCTION 
 

In September 2011, the definition and specifications of cloud 

computing were standardized by the U.S. National Institute of 

Standards and Technology (NIST). The definition[1] of Cloud 

Computing introduced by the NIST - “Cloud computing is a 

model for enabling ubiquitous, convenient, on-demand 

network access to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with 

minimal management effort or service provider interaction.” 

 

 
Fig.1 NIST visual model of cloud 

Cloud computing has number of advantages like cost 

reduction of computation, resource sharing that may be 

software or hardware, time saving, etc. Because this type of 

computing mainly rely on network for its working and it is 

well known that there are number of vulnerabilities like 

hardware, software or protocol vulnerability in the network.  

This results in many security and privacy problem as the 

cloud data are present and accessed using various 

intermediate servers working in distributive environment. 

Security issues such as Confidentiality, Integrity, 

Authentication, Availability and Trust [2,3,4,5] are the major 

concern in this type of computing. 

 

1.1 DEPLOYMENT MODEL  

Four basic deployment models have been identified for cloud 

architecture solutions are described below: 

 

A Private cloud is owned or rented by an organization. The 

whole cloud resource is dedicated to that organization for its 

private use.  

 

A Public cloud is defined as the cloud that is owned by any 

service provider and its resources are sold to the public. End 

users rent its resources, services and can typically scale their 

resource consumption up (or down) to their requirements.  

A Community cloud is similar to a private cloud, but where 

the cloud resource is shared among members of a closed 

community with similar interests. One such example is the 

Media Cloud set up by Siemens IT Solutions and Services for 

the media industry and many others. 
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II. INTRUSION DETECTION SYSTEM 
 

The Intrusion detection system (IDS)  [6] is defined as the 

system that contains any hardware or software that is used for 

detecting intrusions and unwanted behavior that may occur in 

any network or any computer [2,3]. It monitors network as 

well as any system activities that may arise from any 

malicious activities or policy violations.  Besides this 

intrusion detection system also generates various alarm in 

order to generated reports to a management station. It is 

mainly meant for detecting various Passive Attacks in any 

network. Intrusion detection system are implemented in 

variety of ways such as Host-Based IDS, Network based IDS, 

Hybrid IDS [6,7,8,9,10]. 

 

3.1 Intrusion Detection Techniques 

 

IDS are classified into three broad categories. These 

classifications are according to various approaches that are 

used to detect the abnormal behaviour. The detailed 

explanation of these is techniques are illustrated below: 

 

Anomaly based intrusion detection system- Anomaly-based 

intrusion detection (ABID) systems flag as anomalous 

observed activities that that behave differently than the 

defined normal behaviour of the system. This system 

basically works by detecting the processes deviating from the 

expected behaviour or the nodes behaving abnormally. The 

other name used for ABID systems is behaviour-based 

intrusion detection. The process of modelling the normal 

behaviour of network nodes is known as training. The model 

additionally goes about as a profile of client or system 

conduct. A profile comprises of data about the arrangement of 

parameters which are particularly equipped to the target being 

checked. Testing for interruption includes analysis of the 

typical conduct model inferred throughout the preparation 

stage with the current model of the system or clients.  

 

Knowledge based intrusion detection system-Knowledge 

based intrusion detection systems keep up an information 

base that holds marks or examples of well-known attacks and 

searches for these examples trying to discover them. KBID 

relies on knowledge about attacks so anything not explicitly 

recognized as an attack based on existing knowledge is 

declared as non-intrusive or acceptable. However, the case of 

an event or a series of events that has degraded the network 

performance can be identified as an unknown attack because 

it does not match the existing rules of attacks, and the system 

can update the knowledge base by adding a certain new rules 

or policies. Some KBID systems use expert systems for 

intrusion detection. An expert system maintains the 

knowledge of known attacks in a knowledge base in the form 

of a set of rules. Captured audit data from a monitoring 

network are translated into facts and then an inference engine 

uses these facts and rules present in the knowledge base to 

detect a malicious activity in the network. 

 

III. RELATED WORK 

 

In [1] author proposed a multi-threaded cloud to IDS to 

handle intrusion and attacks in cloud computing. It focuses on 

various security threats and challenges about safety and 

reliability of cloud. The proposed model uses integrated 

scheme of host based as well as network based IDS to create 

a scenario of multi-threaded cloud. But still it uses on 

signature based approach for detection of intruders. 

 

In [2] defines various different attack types, which affect the 

availability, confidentiality and integrity of resources and 

services in cloud computing. This paper also introduces an 

intrusion detection models in order to identify and prevent 

these attacks. It also provides survey of various IDS model. 

 

In [3] explains about an intrusion detection system  for 

detecting the attacks by using anomaly based approach. It 

also explains about the importance to detect attacks. In the 

paper a new approach called outlier detection where, the 

anomaly dataset is measured by the Neighbourhood Outlier 

Factor (NOF) is proposed. 

 

In [4], a scheme using encryption algorithm known as Hybrid 

DESCAST has been proposed. They have used DES and 

CAST for making IDS in cloud. This paper is mainly focuses 

on providing security of data mainly in cloud server.  

 

In  [5], author proposed an distributed IDS that is responsible 

for handling large amount of data packets then analyzing and 

lastly generating reports. It mainly focuses on Transparent  

reports for information of cloud user through a third party 

IDS monitoring approach. 

 

In [6] explains about give an overall idea about Cloud 

computing, Intrusion, types of Intrusion Detection Systems 

and earlier works done on Intrusion Detection System. The 

key proposal of this paper is to give an overall idea for 

building a Hybrid Intrusion Detection System that would 

detect any type of intrusion into the cloud. This paper is the 

source of inspiration of my research work. It explains about 

hybrid concept and implemented using .Net framework as 

front end and SQL Server as back end to store the 

information. The Hybrid Intrusion Detection system has been 

deployed in Microsoft Azure Cloud environment. The 

Dynamic characteristic of Hybrid Intrusion Detection System 

is achieved by building a simple and informative User 

Interface. 

 

In  [7] proposed an effective and efficient model termed as the 

Integrated Intrusion Detection and Prevention System (IDPS) 

which combines both IDS and IPS in a single mechanism. It 
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also integrates two techniques namely, Anomaly Detection 

(AD) and Signature Detection (SD) that can work in 

cooperation to detect various numbers of attacks and stop 

them through the capability of IPS. 

 

IV. PROBLEM DESCRIPTION 
 

Cloud computing is the innovative technology that is making 

computation easy and user friendly with the use of Internet 

dramatically. Instead such advance innovation their exits 

certain problems that are present in such computing. The 

problem statement comprises of the securities issues in cloud 

computing. An existing typical method for detecting passive 

attacks in cloud computing is Intrusion Detection System. 

These intrusion detection systems are totally based on the 

schemes of anomaly based detection or knowledge based 

detection which are not very effective for intrusion detection. 

The problem that is found in cloud computing IDS are Lack 

of auditing and monitoring mechanism in anomaly based 

detection; In existing system there exist either independent 

anomaly based ids or independent knowledge based ids that 

are not much efficient model; Lack of prevention schemes as 

compared to detection schemes 

 

V. PROPOSED SCHEME 
 

Proposed system contains a framework that has been 

structured to provide effective security to cloud by integrating 

and enhancing the current working schemes of Intrusion 

Detection System. The work consists of approaches that will 

deal with attacks like masquerade, DDoS attack in cloud. In 

the proposed model the three important functionality has been 

integrated in a single dedicated system that will we 

responsible for detection and identification of various Intruder 

present inside of the cloud computing. These three important 

functionalities are firstly, the Cloud Intrusion Dataset. 

Secondly, the signature based or knowledge based  

 

detection using digital signature and lastly, the anomaly based 

detection also known as Behaviour based approaches. The 

strategy improves the overall detection by integrating the last 

two strategies through a neural network. The first contribution 

is CDS i.e. Cloud intrusion data set that will be used to train 

and test any cloud IDS. It consists of both knowledge and 

behaviour based audit data and has real instances of host and 

network based attacks and masquerades. It will provide 

complete diverse audit parameters from several environments 

to evaluate the effectiveness of detection techniques. The 

second contribution is related to behaviour based detection. 

The third contribution is the signature based analysis 

techniques for treating the problem due to DDoS. In this 

thesis, my work is based on proposing a framework for IDS 

that must work efficiently and effectively in order to detect 

the intruders and their attacks. The main focus of the work 

was based on availability problem which is one of the 

security concern in cloud computing and is occurring due to 

Distributed Denial-of-Service (DDoS) attack. The key 

challenge, which we address, is to build a traffic information 

platform to collect, organize traffic information. In order to 

solve this problem Suricata tool were used. In order to make 

Intrusion Detection System more effective an open source 

IDS Snort together with is also enabled in the system. The 

rules were proposed script is implemented and written in 

Linux scripting for detecting DDoS Attack more efficiently. 

Furthermore, the proposed work also helped in defensive 

scenario as it collect the details in its log file which can be 

further used for working of IDS. 

 

VI. EXPERIMENT & RESULTS 
 

The experiments were performed with number of scenarios. 

Firstly by simply using Ossec Tool, then Suricata followed 

with Snort and lastly with proposed mechanism will defining 

rule set in combination of Snort and Suricata. The cloud 

computing infrastructure is made by using Open Nebula 

cloud environment. In order to implement IDS with proposed 

rules for detecting DDoS Attack, Suricata and Snort is used. 

The cloud environment of Open Nebula is created using 

Linux operating system where we installed KVM hypervisor 

above which Open Nebula is installed and nodes were 

created. The proposed model is implemented and test upon 

creating private cloud using Hadoop by creating only one 

cluster, one name node and only one data node. In order to 

provide Hadoop Environment for cloud a system with Ubuntu 

is used. Ubuntu can also be used on top of the Virtual Box if 

one does not want to configure in full real mode. After 

creating this setup a Kali or Ubuntu Linux is used for 

configuring Suricata and NMAP. Kali Linux is the Linux 

distribution for security research. Instead of them any other 

Linux Distribution can also be used. The tests were formed 

using Linux machine as a centralised dedicated workstation 

for intrusion detection. The network traffic was monitored 

using this system by running the proposed rule script in 

Suricata. In the same system the Snort open source tool is 

also configured and run in order for packet capturing and 

policy implementation of default white and black list file 

present in Snort. The system is connected in between the 

cloud service provider and the open outside network i.e. 

Internet. As soon this IDS start working it collects and show 

output of the data using Suricata, Snort and NMAP. Data 

collected for evaluation included network sniffing data from 

both inside and outside sniffers and audit event logs for 

security. This data was collected over the course of time. It 

collects data for several million connections for TCP services. 

It monitors all web traffic and other mailing services, various 

port services, etc. 

 

The proposed system is mainly focused on one of the security 

issue that hinders Availability using Denial of Service 

Attacks. In this attack, the attacker makes the computing 
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resources too busy that it denies the legitimate user to avail 

the desired services on time. In order for creation of such 

attack the TCP packets were send to the system again and 

again using ping command. The traffic was collected for 

about 2-3 days for evaluation purpose. The system is being 

tested for different entries in the log files. For getting the 

important information about the DDoS attack the proposed 

script is used and is further utilized for analysing of DDoS 

attack. The main information that was utilized for comparing 

and extracting were Source IP address, Destination IP 

address, Port Addresses for both source and destination and 

lastly the attack descripting comparing it with Snort and 

Suricata. The result that has been found out is that the 

proposed Hybrid approach score high well compared with 

either Anomaly or Behaviour based approaches of Intrusion 

Detection System. It is found out that the percentage of attack 

identification is high in our proposed work for DDoS attacks 

as compared with the existing solution. The graph showing 

the results is provided in next section Fig.2 

                   

 
 

Fig.2 Comparison of various IDS 

 

 
 

Fig.3 Intrusion Detection Alert percentage 

 

 

VII.  CONCLUSION AND FUTURE WORK 
 

Experiments were conducted for multiple scenarios and it is 

found that the proposed hybrid scheme is better as compared  

with only one kind of IDS deployment technique. The detail 

description of the tool Suricata and result are explained in the 

next section of the thesis.  In this thesis, my work is based on 

proposing a framework for IDS that must work efficiently and 

effectively in order to detect the intruders and their attacks. 

The main focus of the work was based on availability 

problem which is one of the security concern in cloud 

computing and is occurring due to Distributed Denial-of-

Service (DDoS) attack. The key challenge, which we address, 

is to build a traffic information platform to collect, organize 

traffic information. In order to solve this problem Suricata 

tool were used. In order to make Intrusion Detection System 

more effective an open source IDS Snort is also enabled in 

the system.  The rules were proposed and written in Linux 

scripting for detecting DDoS Attack more efficiently. 

Furthermore, the proposed work also helped in defensive 

scenario as it collect the details in its log file which can be 

further used for working of IDS as knowledge based system.  

Some other security application like Topology Manager, 

Network Reconfiguration Pool is also being used for during 

the system configuration.  The conclusion that is found out is 

that it would be better and effective using both type of IDS 

configuration of Signature based and Knowledge based 

together instead using any single type of configuration. In 

order for implementing security in Cloud Computing, the 

Intrusion Detection System plays a vital role. As it clear  now 

that cloud computing is network centric and hence more 

prone to cyber-attacks, so it is very challenging to develop an 

more effective Intrusion Detection System.  The work shown 

in my work is effectively identifying the attackers and mainly 

for DDoS attacks. In future this work of creating and 

deploying Hybrid Approach for Intrusion Detection System 

can be implemented for other popular attacks related with 

Storage-as-a-Service of cloud. For e.g. SQL Injection, Buffer 

Overflow, etc. Even though the positive alert percentage is 

better as compared with existing system, the high false alarm 

rates continue be an another challenging problem with IDS. 
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