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Abstract— Data security is a vital and challenging issue in this digitally revolutionary generation. Due to the attackers presence 

inside the open networks it is mandatory to protect any data before its transmission. Any online message communication must be 

ensured through cryptographic applications. Cryptographic applications are used to convert the plain text into cipher text by the 

sender and vice – versa by the receiver. In this paper, a recent study on the secure information communication had been 

conducted. The authors had reviewed twenty one research papers on the relevant cryptographic topics. Such papers were 

categorically divided into three sections. They are: cryptographic features, soft computing, and hybrid mode of encryption. It was 

observed that genetic algorithm, artificial neural network, fuzzy inference, etc were applied to ensure the data encryption 

technique. Soft computing is one of the major effective tools to generate secret key. The computing time calculation was tried to 

reduce by different authors through such techniques. Various mathematical tests were conducted by several authors.  
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1. Introduction  
 

Secure message communication is needed in each and every 

online system. The sender must send the data in a much 

protected manner so that the intruders are not being able to 

decode it. There are so many applications areas such as cloud 

computing, IoT, IoV, WSN, networking, etc. Likewise, the 

telemedicine system is very must essential to ensure the 

confidentiality of the patients. Patients’ medical data security 

is a very sensitive and critical issue for all types of   

telemedicine systems. Patients’ secret data should be kept 

confidential and secure against the intruders. Thus, both the 

patients and the doctors should be given safety measure 

against such data attacks. Internet based technologies must be 

adopted by the healthcare providers in order to ensure their 

patient's data is always protected. Telemedicine is another 

method to provide health related treatments and services with 

the help of Internet technology. The patients can consult 

virtually with the physicians and can get their expert advice. It 

curtails the physical travelling costs. The significance of 

information security in telemedicine couldn't possibly be 

more significant. Patient’s medical information must be kept 

private consistently in order to safeguard both the patients and 

the doctors. On the off chance that patient data is made to be 

compromised intentionally, it could lead to a lack of 

confidence and trust among the patients, as well as legitimate 

activity from the individuals who have had drained the 

information out. Patient’s information is very much likewise 

important to programmers and other cyber criminals, who 

may involve it for monetary benefits or frauds. Along these 

lines, medical services suppliers should be cautious about 

safeguarding their patient data from unapproved access by 

carrying out powerful safety efforts across their frameworks 

as a whole and organizations. 

 

Telemedicine has many advantages. They are stated as 

follows. Continuous remote monitoring of the patients can be 

done. Advanced IoTs are available to monitor such patients’ 

data [1]. ECG, blood pressure, body temperature, etc are 

possible to monitor easily. IoT enabled cloud computing can 

be very much effective in the design of authentication 

protocols of the telemedicine. [2] 

 

Clinical consultation in online mode can be done using 

telemedicine. Plenty of data communication can be shared for 

the research and education purposes through these 

telemedicine systems. The relevance of the patient’s data 

security in online healthcare systems cannot be ignored at all. 

Patients’ data must be placed away from the access of the 

intruders in order to protect both the patient’s and the doctor’s 

credentials. As the patients’ data has plethora of its own 

importance, so it is always desirable for the hackers and other 

intruders, who use them for the financial profits. Therefore, 

the service providers of any online healthcare system should 

be attentive about protecting the patient’s private information 
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against the intruders. This can be done by implementing 

strong data security measures across the public networks. 

 

A secure online healthcare system should provide all such 

facilities likes of data confidentiality, data integrity, data 

authenticity, and data availability on the medical grounds. To 

ensure data privacy on these medical data, the term 

cryptography is the best suited option. Cryptography can 

make sure the confidentiality and integrity of different 

medical data while in transmission. It can also authenticate 

users against the intruders. Cryptography deploys encryption 

tools to protect the patients’ confidential information. The 

selection of a strong secret key is the vital thing here. The 

converted cipher text will be used for transmission in the 

networks. It allows the remote users of the online system with 

high security to share their reports, data, etc to the others. 

Cryptographic application process may be of two types. 

 

Symmetric key cryptographic algorithm i.e. the same secret 

key value shall be used in both the encryption and  decryption 

phase [3]. DES, AES, RC5, RC6, 3DES, etc are its examples. 

Asymmetric cryptographic algorithm i.e. a different key pair 

is used during the encryption and decryption process [3]. RSA 

is a good example here. 

 

 

 

 

 

 

 

 

 

 
Figure 1.Basic model of cryptography 

 

In the above mentioned figure 1, it is shown that plain text 

will be converted into cipher text using a key, and again the 

cipher text is being converted into the plain text using a 

key. The key is same in both the cases in case of symmetric 

key cryptography and different key pair is used in case of 

asymmetric key cryptography.  

 

The following table 1 compares between three basic 

cryptography methods. 

 
Table 1. Comparison between methods 

Attributes DES AES RSA 

Year of 

Invention 
1977 

2001 
1978 

Cipher  

Text 

Symmetric 

Block 

Symmetric 

Block 

Asymmetric 

Block 

Size (Key) 56 bits 
128 to 256 

bits 
1024 bits 

Size (Block) 64 bits 128 bits Not fixed 

Rounds 16 10-14 1 

Speed 

of the method 
Slow 

Fast 
Slow 

Power  Low Low High 

consumption 

 

From the above noted table 1, it can be stated that RSA 

asymmetric key algorithm needs higher power consumptions 

against DES and AES. But AES symmetric key algorithm is a 

fast method between these two. Depending on the needs of 

security, the exact algorithm is being selected for the online 

communication systems.  

 

One more important issue is the session key management 

here. On the onset of COVID-19, the volume of online 

transactions had excessively triggered in the last couple of 

years. More we generate a strong session key, more secure is 

our technique. Intruders are always in active mode to leak 

that session key. Once it gets leaked out, the entire 

transactions will e available to the external intruders. This 

part of session key generation has to be handled with care and 

priority. Many researchers are continuously working in this 

domain to protect different types of confidential data and 

transactions. Despite of that intruders have made a strong 

emphasis on the online data hacking and its threats. There are 

so many types of data security threats on the online 

application systems. Data security is a major concern for its 

all users. In the online healthcare systems the data is either 

stored on or carried forwarded to the next communication 

networks. The data intrusion is the biggest challenge that 

needs to be addressed soon. With the emerging internet based 

cryptographic tools and algorithms it can e achieved with 

better efficacy. Following are the major threats over here. 

 

a) DATA BREACHES 

Breaching on the medical data is done when the external 

agents and intruders get unapproved information access 

facility on different types of stored data. Data breaching is 

the outcome of malware attacks, social engineering, 

phishing attacks, and ransomware attacks, etc. Intruders are 

financially gained by selling such crucial data. The chances 

of such data breaching gets higher with the rise in the 

implementation of online healthcare systems.  

 

b) INSIDER THREATS 

The employees of an organization are also another type of 

vital threat to the data security system. They always have 

legitimate access to the patient’s files and other sensitive 

data of the healthcare system. Software glitches, human 

errors, negligence, rogue employees may lead to data 

breaches which can supply the credentials to the intruders. 

  

c) DENIAL OF SERVICE ATTACKS 

Fake network traffics are being put into the organization's 

computer traffic physically by overloading them. Thus, 

hackers can gain the vital users data. Thus, data can be 

made stolen that is not at all desirable.  

 

d) PHISHING SCAMS 

Phishing means to redirect the users to some risky websites 

and will ask them to share their credentials. The best 

technique to avoid phishing scams that users should know 

how each healthcare service provider will contact the users 

and patients and rejecting all suspicious requests   for 

sensitive information. 

 

Plain text Cipher 

text 
Plain text 

in
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t 
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Key 
Key 
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e) ADVANCED PERSISTENT THREATS (APT) 

Social engineering scams are mainly caused through advanced 

persistent threats. It is nothing but to steal the private and 

sensitive information by the help of malware silently kept on 

the public computer networks. Such kind of organized crimes 

are conducted by the skilled hackers for different wrong 

intentions. 

 

f) ROGUE EMPLOYEES 

The employees of any organization who intentionally used to 

violate or sell their organization's secure information and 

other confidential policy mechanisms are a dangerous threat 

of concerns. The concerned organization shall go it  

 

g) MOBILE THREATS 

Mobile devices allow private access to the patients’ health 

information and online education easier. It also introduce 

newer and challenging problem of data security. Mobiles and 

other portable devices are being easily compromized by the 

intruders and hackers to fetch the private data. Preventative 

measures sometimes failed that include encryption, roust 

secret key, secure Internet browsing, password protections 

(OTP), etc for protecting mobile devices. 

 

h) UNSECURE USER DEVICES 

High popularity of different online apps could expose more 

personal data to the hacking attackers due to less system 

protection.  Firewall is one popular ay to prevent the 

unwanted access. Users should always log in through secure 

systems rather public systems.  

 

i) INTERNET OF THINGS (IOT) THREATS 

The increase in the number of Internet dependent devices has 

developed a newer level of different security challenges likes 

of ransomware attacks on computers, desktops, laptops, smart 

TVs, mobiles, etc. Internet of Things (IoT) are low processing 

sensors and it needs a different style from traditional data 

security preventive measures. IoT devices are very sensitive 

and can easily be trapped by the intruders. The more 

connected our digital world becomes then it is very easier for 

the intruders to access valuable credentials like personal 

records and data. 

Section 1 contains the introduction of the entire review paper 

with different security aspects. Section 2 consists of literature 

review. Section 3 defines the summary and conclusions.  

 

2. Review of Literature  
 

In this section, the authors had reviewed twenty one (21) 

research papers on the relevant topic which includes research 

publications from IEEE, Springer, Elsevier, etc. The authors 

had categorically divided into three groups. First group 

consists of research papers related to the cryptographic 

features on the telemedicine systems. Second group contains 

the research papers based on soft computing. Soft computing 

includes Artificial Neural Network (ANN), Genetic 

Algorithms, Fuzzy logic, Machine Learning, Deep Learning, 

etc. Last group includes the papers on hybrid computation. In 

the following paragraphs, detailed analysis of such research 

papers shall be presented. 

Chen C.K. et al. [4] had presented an experimental study on 

improved chaotic synchronization for the secure data 

communication purpose. They had used Lorenz equations in 

the key generation process. Biometric authentication is strong 

tool in telemedicine. ECG signals are very much unique to 

generate secret keys. They had designed two electrode based 

hand held ECG detectors. Lorentz based chaotic circuit will 

acquire the ECG signals and generate the key. Encryption and 

decryption can be done with the same key. They have tested 

their manuscripts to generate the cipher text file also. 

Different image dimensions were used in their chaotic 

encryption phase. Shaikh M. et al. [5] had designed the ECG 

signal encryption and decryption process on homomorphic 

encryption. Since the patients’ heartbeat is an essential 

parameter so they had considered QRS complex of the ECG 

signal. This portion will detect whether the patient is suffering 

from any cardiac issues or not. They had used the ECG 

database from MIT-BIH Arrhythmia database at 360Hz 

sampling frequency. A group of encryption functions with 

algebraic functions were used here. They have calculated 

threshold encryption values at two signal points as C1 and C2 

and E is their homomorphic encryption. 52.17 was the heart 

rate as decrypted by their system which is not normal value. 

Popescu A.B. et al. [6] had proposed a homomorphic 

encryption model on real numbers to protect the patients’ 

data. They had evaluated their scheme on two real world EEG 

data for seizure detections and prediction of predisposition to 

alcohol addiction. Supervised based machine learning and 

direct fitting methods were used manage their computations. 

The EEG dataset which was used by them had five hundred 

files. Each of them connected with 23.6 sec of  EEG at 173.61 

Hz sampling rate [7]. Their machine learning algorithm had 

five outputs as follows: epileptic seizure activities, tumor 

zone, healthy human brain area with an identified tumor, 

patients having their eyes closed during the EEG recording, 

and patients had their eyes open during the EEG recording. 

Son S. et al. [8] had designed an authentication mechanism on 

cloud computing based TMIS. Smart wearable have very less 

memory capacity which has been addressed here by them. 

They have deployed cipher text-policy attribute-based 

encryption (CP-ABE) to create access control mechanism for 

the medical data storage inside such cloud servers, and block 

chain was being used to guarantee data integrity. They had 

validated their proposed method by using an automated 

validation of internet security protocols and applications 

(AVISPA). Zhang A. et al. [9] had proposed block chain 

secure patients’ data sharing scheme. Two types of block 

chains were constructed here. Firstly, private block chain and 

consortium block chain were constructed according to their 

defined data structures and consensus mechanisms. The 

private block chain was to store the medical data and the 

consortium block chain was used to record the secure indices 

of the medical data. Security analysis had shown that their 

proposed protocol have met with the security targets. Yang X. 

et al. [10] had developed a secure medical information sharing 

based on the attribute cryptographic system and the block 

chain technique. Their cipher texts were stored inside the 

clouds, and addresses of the storage were written in the block 

chain. Their results had shown that it had satisfied the 

confidentiality and non- tampering with better computational 
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performances. The patients’ data were preserved in secure 

way through clouds. Nagasubramanian G. et al. [11] had 

developed a cloud system to have an authentication 

mechanism and data integrity to the medical data. Keyless 

digital signature was used in their method. The proposed 

block chain has been done to have data integrity. Their 

response time has been reduced to 50% with respect to other 

conventional methods. 20% cost reduced I their data storage 

system. Cubo E. et al. [12] had highlighted the recent 

outcomes of treating Pakinson’s disease through telemedicine. 

They had surveyed the challenges and positive outcomes of 

such online treatment mode. Telemedicine is a promising tool 

to treat remote patients with neurological issues. 

 

Madhiarasan M. et al. [13] had proposed a multilayer-

perceptron based neural-network which works on the solar 

irradiance forecasting model, an enriched back-propagation 

artificial neural network oriented rainfall forecasting model 

and an Elman artificial neural network based on the 

temperature forecasting model. Their outcomes of the 

proposed models were analyzed in details with several hidden 

neurons and then validated by using the obtained real-time 

meteorological information. They have developed their 

models with 05 years, 05 years, and 07 years data sets for the 

solar irradiance, rainfall prediction, and temperature 

forecasting applications, respectively. The inter-annual 

variability-based uncertainty can be minimized by their 

technique. The proposed forecasting models have minimum 

design issues with minor error qualifiers. Vanegas-Ayala S.C. 

et al. [14] had developed a predictive model with the help of 

fuzzy inference systems. They had predicted indoor relative 

humidity values inside the greenhouse having greater 

accuracy and interpretability rates. They have found that in 

the proposed six models that clearly defined the behaviours of 

the humidity as an outcome of temperature, carbon dioxide, 

and soil moisture with percentage of effectiveness greater 

than 90%. They have used Mamdani-type fuzzy inference 

system along with an optimized hybrid technique of genetic 

and interior point algorithms. It had he lped  them to 

predict the relative indoor humidity values in the 

greenhouses with higher interpretability and higher precision. 

They had observed an effective percentage of 90.97% and 

Mean Square Error (MSE) of 8.2e − 3. Raymond J.L. et al. 

[15] had specified that the recent inventions indicate the 

cerebellum implements supervised learning by using the 

following organizational rules: extensive pre-processing of 

the inputs representation i.e. feature engineering, recurrent 

circuit architecture, linear I/O computations, sophisticated 

instructive signals which may be regulated and are predictive, 

adaptive mechanisms of plasticity with multiple timescales, 

and problem-specific hardware specializations. The principles 

emerging from the studies of the cerebellum have striking 

parallels with those in other brain areas and in  the artificial 

neural networks, as well as a good number of notable 

differences that can inform the direction of the future research 

on supervised learning and inspire the next-generation 

machine- based algorithms. Chai H. et al. [16] had proposed a 

logistics regression model on complementary of active 

learning and semi-supervised learning. They had utilized the 

unlabeled data samples having minimum costs to enhance the 

disease classification accuracy. An improved pseudo-labelled 

samples mechanism has been developed to curtail the false 

pseudo-labelled samples. The experimental results had shown 

that it may achieve better performances as compared to the 

widely used semi-supervised learning and active learning 

methods for the disease segregation and gene selection 

problems. Das A. K. et al. [17] had proposed direction-based 

exponential mutation operator for coding genetic algorithm 

(GA). Their new developed mutation operator has been 

influenced by the directional data of the design variables here. 

They had tested their operator on 20 classical benchmark 

optimization problems. They had also compared their 

outcomes with polynomial mutation operator. In majority of 

the cases they had achieved better results. It was an efficient 

technique in that domain. Hussain A. et al. [18] had 

proposed a newer crossover operator for the traveling 

salesman problem to find out the minimum distance. Different 

crossover operators have been presented here with respect to 

travelling salesman problem. They had applied all three 

proposed crossover operators on different benchmark 

problems. It was found that the proposed operator had worked 

over 20, 70, and 100 percent for ft53, dantzig42, and ftv170 

problems, respectively, when they were compared to the other 

two operators. Moreover, the researchers will be more 

confident to use it for comparisons also in future. Arshad M. 

et al. [19] had proposed a technique to update the encryption 

with customized the genetic algorithm (GA) with added 

flavors of data encryption. Their enhancements on the 

randomness of the proposed key generated were done by 

altering the population size, number of generations, and 

mutation rate. The first step of data encryption was to convert 

the sample data into the equivalent binary data. They had used 

local intelligence to generate the random bits. Their results 

had displayed that the proposed technique was at least 80% 

efficient in terms of computing time while generating the 

encryption key with the same randomness status as generated 

by some conventional GAs. 

 

In this final paragraph, detailed review of studies has been 

done on the hybrid computation. Bane P. et al. [20] had 

presented a multilevel theory of cryptographic model using S-

DES key generation process and genetic algorithm. Their 

proposed method has the dynamic key length and variable 

output size. It can provide 2256 number of alternative keys, 

which is very much difficult to break. They have shown that 

their method had exhibited better outcomes than the classical 

methods. Jawaid S. et al. [21] had used soft computing skills 

to generate the secret key. Genetic algorithm was 

implemented to have randomized secret key. Autocorrelation 

test was used to measure the randomness of their proposed 

secret key. They had implemented through Java language and 

had obtained satisfactory results. Thus, secure data 

communication can be achieved by their proposed design. 

Jawaid S. et al. [22] had generated nature based secret key 

using genetic algorithm. They have used DES encryption with 

their proposed key. The proposed keys were very much 

difficult to decode by the intruders. Such keys were very 

much complex and random in nature. Their approach had 

seven rounds and the entire process was repeated for hundred 

times. The secret key can be generated in a very short period 
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of time that proved as an advantage in the segment of 

computational time. de Campos Souza P.V. et al. [23] had 

used a hybrid model to recognize the anomalies in digital and 

Internet transactions. They had used artificial intelligence 

model which can show relationship between the fuzzy logic 

and the training data. They have achieved 99% accuracy in 

the anomaly detection inside the networks. Their proposed 

fuzzy based neural network has attainment of the best training 

and test accuracy percentage which allows the best ability to 

identify the digital attacks in this online era. However, it was 

recorded that their training and testing accuracy time was 

much greater when compared with the other models of the 

cyber invasion. Despite of having more training time needed 

here, the proposed method had shown the best results against 

the other methods. Jain G. [24] had proposed genetic 

algorithm based key generation which can better be used 

against the classical encryption methods. They had 

implemented data security tightness on the cloud computing 

domain. Users’ credentials must be preserved in this Internet 

friendly era. They had given emphasis on the standard 

parameters of their encryption method in terms of execution 

time, throughputs, and secret key size. They had tested these 

parameters for correlation of their proposed method. It had 

also compared the proposed methodology with the existing 

cryptographic algorithms likes of AES, RC5, RC6, Blowfish, 

DES, 3DES, etc. 

 

3. Material and Method 

 
Twenty one (21) research papers were reviewed from 

international research publications such as IEEE, Springer, 

Elsevier, etc. The data security system was the integral theme 

while searching the papers. The inclusive criterion was to 

select the papers which were published within last ten years. 

Such selected papers were divided into three s e p a r a t e  

c a t e g o r i e s .  First one is the research papers related to 

the cryptography and its knowledge on the telemedicine 

systems. Second one is the research papers based on soft 

computing that includes Artificial Neural Network (ANN), 

Genetic Algorithms (GAs), Data Mining, Fuzzy logic, 

Machine Learning, Deep Learning, etc. Last one includes the 

papers on hybrid computation.  

 

4. Summarized Results  
 

The authors have reviewed the above stated research papers 

with the following classifications. The total number of review 

papers was twenty one.  
 

 
Figure 2.Review Papers Count Display 

From the above noted figure 2, it is found that the authors had 

reviewed nine papers on the cryptography, seven papers on 

the topic of soft computing, and five papers on the hybrid 

mode of computing.  

 

The authors had made an extensive search with different 

keywords on the Internet sources from the publications within 

last ten years. They had listed some of the important 

keywords in the following table 2. 
 

Table 2. Used Keywords 

Publication Year Internet Sources Search Keywords 

2013-2023 

Science direct, 

Scopus, Google 

scholar, ACM, IEEE 

xplore, ISROSET, 

IJSRMS 

Cryptography, 

Data security, E-

health privacy,  

Session Key 

Management 
 

Different searching keywords were followed by the authors to 

find out the relevant research papers. They had used different 

searching word combinations on the Internet sources. 

Sometimes they had been successful and sometimes not. In 

case of failures, they had to retry with different combination 

of keywords on the relevant topic of study.  

 

5. Conclusions and Future Scope of work 

 

In this section, the author had tried to summarize his 

observations. In this paper the author had reviewed twenty 

one research papers. Cryptographic mechanisms were applied 

on the telemedicine system. The authors [4, 5] had used ECG 

signals their studies. ECG signal is very critical parameter and 

it needs to be secure. The author [5] had used Lorenz 

equations in their key generation procedure. The author [2] 

had used homomorphic encryption in their paper for 

encrypting and decrypting the ECG signals. EEG signals were 

also used by the other authors for the purpose of patients’ 

security. Medical data can be recorded through block chain 

also by some authors [8, 9]. Cloud computing is also a 

mechanism to ensure patients’ authentication. 
 

Soft computing is very much important to deploy security 

features on the telemedicine system. In the manuscripts [10, 

12] the authors had used artificial neural networks to predict 

the data. In [11], predictive model with the help of fuzzy 

inference systems was used. They have used Mamdani-type 

fuzzy inference system along with an optimized hybrid 

method of genetic and interior point algorithms for weather 

forecasting. The author [13] had utilized semi- supervised 

learning to classify the diseases with unlabeled data samples 

with minimum cost. The authors [14-16] had applied genetic 

algorithm to solve different optimization problems. They had 

obtained better results when compared with conventional 

algorithms. Thus, soft computing based encryption was 

applied in an efficient way. 

 

Hybrid mode of encryption has been noted as a significant 

contribution by different authors also. In the papers [20, 21, 

24], the authors had intelligently applied soft computing and 

genetic algorithm. The author [20] had generated dynamic key 

lengths. 2256 number of alternate keys was proposed. 
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Random secret key was designed with autocorrelation [21]. 

Cloud computing was used to enhance the data security 

features. AI and fuzzy were also applied by the authors [24]. 

Mortada M. et al. [25] had developed wireless monitoring 

system for the human body by the help of electronic face 

mask in the field of healthcare. Mortada M. et al. [26] had 

designed sensors for the system to manage the automatic car 

parking. It was a very useful method.  

 

In future, the authors shall try to review more research papers 

purely based on machine learning and deep learning on 

different real time applications. ML based papers reveals 

higher accuracy in their proposed models.  
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