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Abstract—In this paper we describe a cryptosystem with keystream for Encryption, based on concatenation of short vectors of 

lattices corresponding to quadratic forms, that are good rational approximations of √ , for   a non-perfect square number.  This 

cryptosystem is employed by both Symmetric key and Public key cryptosystem that is based on the hard mathematical problem 

of retrieving an irrational number from the convergents obtained as short vectors.  
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I.  INTRODUCTION 

 

There are basically two types of cryptosystems, namely 

Symmetric Key Cryptosystem(SKC) and Public Key 

cryptosystem(PKC). In SKC, same key is used for 

enciphering and deciphering or the deciphering key may be 

easily obtained by the knowledge of enciphering key. The 

main disadvantage of SKC is maintaining the secrecy of the 

key. To avoid this, PKCs have been introduced in which 

enciphering key and deciphering keys are different. But the 

main drawback of PKC is that it is not efficient enough in 

sending huge messages. These drawbacks have been settled 

by employing both SKC and PKC in a cryptosystem. PKC is 

adapted for key exchange and SKC is used to encode huge 

messages. Thus, strong and efficient cryptosystems can be 

build to send huge message with secrecy by employing both 

SKC and PKC. 

 

The infinite decimal expansion structure of the irrational 

numbers plays a vital role in mathematics especially in 

cryptogaphy. Due to its infinite expansion one can find 

infinite rational approximations to the irrational. In [10] the 

stream ciphers based on the hard mathematical problem of 

retrieving an irrational number from its continued fraction 

expansion, the key streams are developed by concatenation 

of quotients of continued fraction expansion. In this paper we 

replace the role of quotients, by short vectors of lattices 

corresponding to quadratic forms and construct key streams 

for a cryptosystem.  

 

 In this paper in section II, we give some preliminaries on 

lattice reduction [7][13] and in section III we describe 

encryption with key stream via short vectors and describe 

efficiency in section IV and describe cryptanalysis in section 

V and we conclude in section VI.  

 

II.  PRELIMINARIES 

 

Definition 1  A Lattice   is a discrete additive subgroup of 

  , that is   is the   span of a linearly independent subset 

of   : 

                

with the quadratic form           , for    . The 

vectors            are a basis for  , and  

                   is the corresponding Gram matrix 

also note          .  

 

Definition 2  The short vector in a lattice   is a nonzero 

vector     that minimizes the Euclidean norm        The 

problem of finding the vector     that minimizes       is 

called the short vector problem denoted as SVP.  

 

Definition 3  Let                be a basis for a lattice   

and let       
    

      
   be the associated Gram - 

Schmidt orthogonal basis. The basis   is said to be     

reduced if it satisfies the following two conditions: 

1.        
      

  

    
    

 
 

 
 for all        . 

2.     
      

 

 
       

        
     for all      . 

 

Theorem 1  Let   be a lattice of dimension  . Any     

reduced basis    
    

      
   for   has the following two 

properties: 

1. ∏   
                           

2.     
                

    for all        .  
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Remark 1  An algorithm that returns an     reduced basis 

called     algorithm comes close to solve     in small 

dimensions, as the initial vector in an     reduced basis 

satisfies     
                       .  

 

Remark 2  For any short vector                 we have 

             
   

  det 
 

  [13].  

 Let   be a real number, then using the above 

remark 2 for    , in the following theorem the short vector 

      of some        is interpreted as a rational 

approximation  
 

 
 to  .  

 

Theorem 2 [13] If   is a real number then for      , for 

some     integer with  ̅ a decimal approximation of   to 

precision 
 

 
, any short vector       of the quadratic form 

          ̅      
 

 
   is such that 

 

 
 is a rational 

approximation of  .  

 

Proof. For a given   choose   with  ̅ , a decimal 

approximation to 
 

 
 and the quadratic form 

           ̅      
 

 
   . Now, we obtain the short 

vector       by reducing the lattice    equipped with 

quadratic form, 

 

          ̅      
 

 
   

 

The 2-dimensional Gram-matrix associated with the 

quadratic form is given by a symmetric positive definite 

matrix,  

 

  

[
 
 
 
  ̅   

 

 
  ̅ 

  ̅  
]
 
 
 
 

 

 

whose determinant is 1, and hence it corresponds to a lattice 

of determinant 1 . 

The underlying lattice in the Euclidean space    is given by 

the matrix  , 

 

  

[
 
 
 
 

 

√ 
 

 ̅√  √ 
]
 
 
 
 

 

 

whose columns forms a basis for the lattice. Let      be the 

rows of   . Applying LLL algorithm to   , the resultant of 

LLL is then a reduced basis    of the same lattice. As   and 

    are the matrices whose columns represent basis of the 

same lattice,   and    are related by integer unimodular 

transformation matrix,   as       . Therefore, the matrix 

 , is obtained by          

  [

  

  
] 

 

And the vector       is short vector      . This short vector 

      is such that 
 

 
 is a rational approximation of  .  

By LLL for any short vector                 we have 

             
   

  det  
 

 , Thus, we have for the 2-

dimensional lattice   above        √ . 

Therefore, we have   ̅      
√ 

 
         

√  . 

Now, as  ̅  is a decimal approximation of   to 

precision 
 

 
, we have     ̅  

 

 
 and using the inequalities 

above, we have        
 

  
 

√ 
,  which implies,  

   
 

 
   

    

 
  

 
 
 

√  
 

 
 
 

   
 

   , for   
 

 
 
 

. 

Therefore,as for all   √  by [6] we have 
 

 
 is a rational 

approximation of  .  

 In the following section we generate key stream for 

encryption using short vectors.  

 

III.  ENCRYPTION WITH KEY STREAM VIA SHORT 

VECTORS 

 

In the proposed encryption scheme first a common secret key 

  called key exchange is generated by using RSA and then a 

common key stream is developed using concatenation of 

short vector. 

 

Key stream via short vectors: 

For a given non-perfect square number  , a sequence of 

rational approximations of √  may be obtained as short 

vectors of lattices corresponding to quadratic form  

        (√    )
 

 
 

 
   

for          , and √  is decimal expansion of √  

corrected to   decimals. Thus, varying   from 1 onwards, we 

get a sequence of short vectors that are convergents and 

rational approximations of √ . Therefore, as the decimal 

expansion of √ ,   a non-perfect square number, is infinite, 

we get inifinite sequence of short vectors. In this paper we 

employ these infinite sequence of short vectors in generating 

key streams for a cyptosystem. 

 

Let     and     be two fixed positive integers and let 

        be the short vectors of quadratic form  
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        (√    )
 

 
 

 
    

corresponding to      , for all          , then 

concatenate these short vectors that are not repeated to 

produce a keystream  

                      
Note with the knowledge of the keystream, one cannot 

retrive the irrational number. Thus, the key stream is based 

on hard mathematical problem of finding a irrational number 

with sole knowledge of concatenated short vectors obtianed 

by lattice reduction. 

 

The construction of the cryptosystem is described in the 

following: 

 

Generating Key exchange using RSA: 
Both the sender and reciever need to agree upon a secret key, 

called key exchange is generated using RSA. 

 

  The sender randomly chooses a large integer    , a non-

perfect square number and computes          and sends 

  to the receiver. 

  Now, the reciever using his private key  , computes 

        . 

With the knowledge of  , both the parties starts 

generating the common key as below:  

 

Generating the common key stream using short vectors: 

Both sender and receiver agree upon positive integers     and 

  such that    . 

 • Sender A and receiver B computes √  to   decimal places, 

a very large number.  

 • Computes short vectors         of lattices corresponding to 

quadratic forms  

        (√    )
 

 
 

 
    

for      ,      . 

• Concatenates the short vectors         that are not repeated 

and obtains a keystream            ,      . Thus, 

the key stream  

     
 

   
 

     

 
   

 
   

 
     

 
     

 
  

for    
 

 are the digits in    and    
 

 are digits in   .  

 

Encryption: 

 • The sender firstly converts his message into numerical 

equivalents in    and arrange them in a matrix   of order of 

his choice(say    )            for     is the numerical 

equivalent of each character.  

 

 • The key stream is also arranged as a key matrix   
         of order same as that f  , where each entry is 

       digits taken at a time from the key stream  .  

• Now, enciphering matrix  , is constructed as       , 

that is, each entry of the matrix is computed as,       

            in    and sends the matrix   to the receiver B. 

 

Decryption: 

• After receiveing the enciphering matrix,   the key matrix   

of order same as that of  , whose each entry is         digits 

taken at a time from the key stream is constructed. Then note 

           , that is,   is exactly the same as the key 

matrix constructed by the sender.  

• The reciever retrieves the message by computing the 

message matrix      , that is each entry is computed 

as,                   in   .  

 Now, writing the entries of the matrix in a single 

row and writing its alphabetic equivalents, the receiver reads 

the message. 

 

Example 1  Suppose sender A wants to send the message 

"ATTACK AT EIGHT IN THE EVENING ON FRIDAY" to 

receiver B in an ecrypted manner and 27-letter alphabet is 

used with numerical equivalents of     are 0-25 and that 

of blank space is 26. They both use the public key       
        . Assume that the receiver has his private key 

      . Both the parties has an understanding on two 

integers     and     . 

 

Generating Key exchange using RSA: 

Using public key, sender computes   and sends it to receiver.  

                      

                           

      

 

Next, using   and his private key   Bob computes   as 

below:  

             

                                    

                             
 As both the sender and the receiver are ready with the 

generating key, the start common key generation as below: 

 

Generating the common key stream using short vectors: 

Now, both sender and receiver computes and find its decimal 

expansion corrected to  digits, say 16. Then √   
                   corrected to 16 decimals. In the 

next, step both parties find the short vectors of the lattice 

corresponding to the quadratic form  

        ( √     )
 

 
 

 
   

 

for       to     , where √  is decimal expansion of √  

corrected to the power of   number of decimals. The 

following table gives the list of short vectors. 
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Table 1: List of short vectors for               

 

Now, both parties concatenate the short vectors that are not 

repeated         to            . Then we get, 

 

                                     

                              

                               

                              

.  

  

 

 

 

Encryption: 
The sender to communicate the message  
 

 

 

Encryption: 

The sender to communicate the message "ATTACK AT EIGHT 

IN THE EVENING ON FRIDAY"considers the 27 characters for 

alphabets together with a blank and hence the numerical equivalents 

of letters of the message are in     and are given as "A-00,T-19,T-

19,A-00,C-02,K-10,  -26,A-00,T-19,  -26,E-04,I-08,G-06,H-07,T-

19,  -26,I-08,N-13,  -26,T-19,H-07,E-04,  -26,E-04,V-21,E-04,N-

13,I-08,N-13,G-06,  -26,O-14,N-13,  -26,F-05,R-17,I-08,D-03,A-

00,Y-24". The sender represents these numbers in a matrix   of 

order    , therefore the message matrix   is given as  

 

 

Sl.No   Unimodular matrix Short Vector         

 

1                   

   *
    
      

+ 
                                    

 

 

2                   

 

  *
     
       

+ 

 

                                   

 

 

3                  

 

  *
      
       

+ 

 

                                     

 

 

4                   

 

  *
       
         

+ 

 

                                   

 

 

5                    

 

  *
        
          

+ 

 

                                    

 

 

6                   

 

  *
          
            

+ 

 

                                   

 

 

7                  

 

  *
          
            

+ 

 

                                    

 

 

8                   

 

  *
           
             

+ 

 

                                     

 

 

9                    

 

  *
           
             

+ 

 

                                      

 

 

10                    

 

  *
              
                

+ 

  

                    

 

11                    

 

  *
              
                

+ 

 

                                  

 

 

12                  

 

  *
                
                  

+ 

 

                                   

 

 

13                   

 

  *
                 
                   

+ 

   
                           

KEYSTREAM 

 

500531893420076601969982169912300150

000153000921700997700118934019200700

266019066699800721699121723001023500 

00150053000053 
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[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

  

 

Now, he constructs key matrix   by considering           digits 

taken at a time from   as an enrty of the matrix   of same order as 

matrix   i.e.,    , we have 

  

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

 

Now, the sender computes the cipher matrix  , as 
            

              

 

 

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

 + 

 

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

       

 

 

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

 

 

Now, the sender sends his enciphered message  , to the 

receiver. 

 

Decryption: 

Then, the receiver decrypts   and retrieves   as below: 

             

 

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

- 

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

      

 

  

[
 
 
 
 
 
 
 
 
 
 
 
                

                

                

                

                

]
 
 
 
 
 
 
 
 
 
 
 

 

 

Now, writing the entries of the matrix in a single row, we 

obtain "00-19-19-00-02-10-26-00-19-26-04-08-06-07-19-26-

08-13-26-19-07-05-26-04-21-04-13-08-13-08-13-06-26-14-
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13-26-050-17-08-03-00-24" whose corresponding alphabets 

reads as 

 

"ATTACK AT EIGHT IN THE EVENING ON 

FRIDAY". 

Thus, the receiver retrieves the message. 

 

 We would discuss efficiency and time analysis of our 

proposed algorithm in the coming section.  

 

IV. EFFICIENCY ANALYSIS 

 

Classical RSA is used for key exchange and if   is the 

modulus of RSA, then the RSA encryption is about 

      
     , and its decryption is       

     . The time to 

compute   √  is about      , where   is the number of 

digits in  . The time to compute key stream is obtained by 

adding time used for the computation of short vectors and 

concatenation. If we neglect the time for concatenation and 

consider the time for computing short vectors alone, then the 

time for key stream is basically the time for LLL algorithm 

that is                 , where   is the dimension of 

the lattice and            . Hence the computations are 

all in polynomial time. 

  

V.  CRYPTANALYSIS 

 

 The attacker cannot reconstruct initial irrational number 

even if he obtains many of the digits in key stream also as the 

short vectors vary according to  , the short vectors do not 

repeat for long and seperating the digits in the key stream 

back to short vector is not easy and also as these short 

vectors are only a subclass of convergents of the irrational, 

getting back to irrational is not possible with the knowledge 

of short vectors. One may avoid using the irrationals like     

with predictable continued fraction expansions.  

 

VI. CONCLUSION 

  

A strong and efficient cryptosystem is build using RSA, a 

public key cryptosystem for key exchange and a key stream 

using short vectors of lattices that gives rational 

approximations of irrational number √  for enciphering and 

deciphering the huge messages. The efficiency of this system 

is analysed. In this cryptosystem, each message unit, is 

enciphered with a different key that helps to withstand attack 

by frequency analysis. The key stream for enciphering and 

deciphering is independent of message. The key stream 

proposed in this paper is efficient than the key stream of [10] 

based on partial quotients, as the proposed key stream is 

based on the computation of short vectors that are not 

recursive unlike partial quotients in the continued fraction 

expansionon of √  , and depends only on choice of   as     

for appropriate  . 
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