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Abstract— In this paper we first established the ring structure on Lucas sequences  (   ) from the group structure and 

semigroup structure with the two operations   and   respectively. Using the arithmetic of   and   on  (   ) we propose a 

public key encryption scheme with the pair of Lucas sequences (     )  based on the arithmetic of  (    ) via  (   ) 
and  (   ). The security of this encryption scheme is based on the discrete log problem of Lucas sequences(     ).   
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I.  INTRODUCTION 

 

Public key cryptosystem based on trapdoor 

function defined by Lucas sequences   (   ), was first 

proposed by Smith and Lennon [8,11]  as an analogue to 

RSA public key cryptosystem.  In this paper we construct 

an encryption scheme using the pair of Lucas sequences 

(     ) in  (   ) and using the arithmetic of the ring 

structure on  (   )  with operations   and  .  This 

encryption scheme using the pair of Lucas sequences 

(     ) in  (   ) is based on the arithmetic of  (    ) 
carried via  (   ) and  (   ).  Basing on this arithmetic 

we propose a cryptosystem with an advantage of using a 

same key for multiple communications. The security of the 

cryptosystem is based on the hardness of discrete log 

problem of pair of Lucas sequences. The Lucas sequences 

(     ) in this encryption can be computed by using Lucas 

addition chain for any integer   as in [9].  For any 

        in the Lucas addition chain we use the formulas    

    (   )    (   )  (   )      (   )  and 

    (   )    (   )  (   )      (   )  

 

The rest of the paper is organized as follows: 

Section II contains preliminaries on Lucas sequences 

 (   ) and their properties.  Sections III describes the 

development of ring structure on  (   ) and Section IV 

describes the isomorphism from the ring of  (    ) into 

 (   )    (   )  which forms a basis of proposed 

encryption scheme.  Section V contains the construction of 

proposed encryption based on the arithmetic of  (   ) 
carried via  (   ) and  (   ).  Section VI concludes the 

construction of encryption with a note on the security of the 

encryption scheme. 

 

II.   PRELIMINARIES 

 
Lucas Sequences and their Properties 

Definition 2.1: [2,5,6,8]  Let   and   be two integers and 

  a root of the polynomial  

        in  (√ )  for         a non square, 

writing   
  √ 

 
 and its conjugate   

  √ 

 
 we have 

               √  and the Lucas sequences 

*  (   )+ and *  (   )+     are defined as 

 

 

   {
  (   )   

    

  (   )  
     

   

 

 

In Particular,     ,     ,  

         and            

 

  (   ) and   (   ) are given by following recurrence 

sequences.   

1.    (   )       (   )       (   )  

2.    (   )       (   )       (   )  

 

Lucas sequences satisfying the following properties   

1.     (   )  (  (   ))
       

2.       (   )    (   )    (   )    
     

       (   )     
 (   )     (   )    (   )    
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4.  

    (   )  
 

 
(  (   )  (   )  

                                   (   )  (   ))  

5.  

    (   )  
 

 
(  (   )  (   )  

                                    (   )  (   ))  

6.      (   )    (   )  (   )      (   )  

7.      (   )    (   )  (   )      (   )  

8.    
 (   )  

  
 (   )  

 
  

9.  If     
     

     
  , such that (   )    then for 

 ( )     ,  
    .   (

 

  
)/-   

 , where (
 

  
)  is the 

Legendre’s symbol of   with respect to the prime   ,  

10.    ( )(   )    
 (   )

      ;       

       ( )(   )           

11.    ( ) (   )    
 (   )

      ;   

       ( ) (   )           

In particular for     the above properties can be written 

as   

1.     (   )  (  (   ))
     

2.       (   )    (   )    (   )     

       (   )        
 (   )    (   )    (   )    .  

4.  

    (   )  
 

 
(  (   )  (   )  

                                    (   )  (   )) 
5.  

    (   )  
 

 
(  (   )  (   )                                     (   )  (   ))  

6.      (   )    (   )  (   )      (   )  

7.      (   )    (   )  (   )      (   )  

8.    
 (   )  

  
 (   )  

 
  

9.  If     
     

     
  , such that (   )    then for 

 ( )     ,  
    .   (

 

  
)/-   

 , where (
 

  
)  is the 

Legendre’s symbol of   with respect to the prime   ,  

 10.    ( )(   )    (   )     ;           

        ( )(   )    (   )       

 11.    ( ) (   )    (   )     ;  

        ( ) (   )    (   )       

  

 Theorem 2.2  [5]  

 1.  ( ) (   )          

 2.  ( ) (   )          for some integer    

 

III.  Ring structure on Lucas sequences: 

 In this section we define operations ‘ ’ and ‘ ’ on  (   ) 
and describe the ring structure ( (   )    )  of Lucas 

sequences.  

 

Notation 3.1: Let   be positive integer such that (   )  
  and then *(     )      ( )        ( )  

   *  (
 

 
)   (

 

 
)++, a set of Lucas sequences is denoted 

as  (   )  

  

Definition 3.2: The operation ‘ ’ on  (   ) is defined as, 

for any (     ) (     )   (   ) , (     )  
(     )=(         ).  

  

Definition 3.3:  The operation ‘ ’ on  (   ) is defined 

as, for any (     ) (     )   (   )  (     )  
(     )=(       ).  

  

Theorem 3.4:  The set  (   ) forms an abelian group 

with respect to    

  

Proof.  Consider the set  (   )  *(     )     
 ( )        

 ( )     *  (
 

 
)   (

 

 
)++ and   be the operation on 

 (   ) as above. 

  is closed: 

By definition, note  (   ) is closed w.r.t   
 

  is associative: 

For any (     ) (     ) (     )   (   ) 
we have by the definition 

(         )   (     ) 
 ( (   )    (   )  )                            

  (   (   )    (   )) 

  (     )  (         )      

 

Therefore,  (   ) is associative. 

 

 (     ) is the identity: 

for any (     )   (   ) , we have (     )   (   ) 
such that 

(     )  (     )  (         ) 
                  (     ) 
                  (     )  (     ) 

Therefore, (     ) is the Identity. 

 

Inverse of (     ): 
For any (     )   (   , we have 

( ( ( )  )   ( ( )  ) )   (   ), and 

(     )  ( ( ( )  )   ( ( )  ) )

 (   ( ( )  )     ( ( )  ) )      

       (   ( )    ( ))      

       (   )  
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       (     )     

Therefore,( ( ( )  )   ( ( )  ) ) is the inverse of (     ) 

  is commutative: 

(     )  (     )  (         ) 
                  (         ) 
                  (     )  (     ) 

Therefore the set  (   )  *(     )      ( )  

where  ( )     ,(  .
 

 
/) (  .

 

 
/)-  is an abelian 

group with respect to  .                                                           

  

Theorem 3.5 (     )  (     )  if and only if   
       ( )   

Proof. suppose (     )  (     )       

First note by Euler’s criterion we have  
   

  .
 

 
/     , 

  is smallest such that 

 ( )      if (
 

 
)    

 (  )     if (
 

 
)      

 

as we have for  

     (
   √ 

 

  
)      

      (
  √ 

 

  
)      

      (
   

   
  

 
 

 
)      

      (
  .

 

 
/√ 

 
)                                   

      

{
 
 

 
 
  √ 

 
   (

 

 
)    

  √ 

 
       (

 

 
)   

 

  {
     .

 

 
/    

     (
 

 
)   

 

  

 

Now note by (i) and (ii),  

(     )  (     )      

            and            

               and 
     

   
         

                and            

             

            

Now if (
 

 
)    then as (i) implies (   )  is smallest 

such that               

we have (   )   

if (
 

 
)     then as (ii) implies (   ) is smallest such 

that                

we have (   )   
Therefore for           we have (   )   if 

(
 

 
)    and (   )   if (

 

 
)     

 (  (
 

 
))  . 

 

For     ,         are primes  

 ( )     ,(  (
 

 
)) (  (

 

 
))- we have 

 (  (
 

 
))   (  (

 

 
))   

    is a common multiple of(  (
 

 
)) (  (

 

 
)) 

  
   *(  .

 

 
/) (  .

 

 
/)+

 
 

   ( )   
           ( ) 
conversely suppose          ( )  

     ( ) , for some integer   
       ( )  and      ( )   

             and            

  (     )  (     )       

          ( )  (     )  (     )      

 

Theorem 3.6  ( (   ))  is an abelian group with 

 ( (   ))   ( ).  

  

Proof. By theorem     we have  (   ) is abelian group. 

Now to show ( (   ))  consists of  ( )  distinct 

elements. we have  (   )  *(     )      ( )+. 
If for any     such that        ( ) , (     )  
(     ) then       and       

Now as           
 

 
(          ) 

we have      
 

 
(  

     
 ) 

       
 

 
(  

   (
  
   

 
)) 

               

similarly note              

            and         

Therefore (         )  (     ) then by theorem 3.5 

              ( ) 
            ( ) 
       as        ( ). 
Therefore  (   ) have  ( ) distinct elements.  

  

Theorem 3.7  L( ,N) with respect to ‘ ’, defined as, for 

any (     ) (     )   (   )  such that (     )  
(     )=(       ); forms a semogroup with (     ) as 

identity.  

  

Proof. By definition of   on  (   ) , note  (   )  is 

closed with respect to ‘ ’ and for any (     ), (     ), 
(     )    (   ) such that 
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(     )  ((     )  (     ))  

  (     )  (       ) 
  (  (  )   (  )) 

  ( (  )   (  ) ) 

  ((     )  (     ))  (     ) 
 

therefore ‘  ’ is associative, also note ‘  ’ is 

commutative as 

      {
       
       

 

For any (     )   (   )  we have (     )   (   ) 
such that (     )  (     )  (     ) , (     )  is the 

identity with respect to  .  

 

Note 1  Any element (     )   (   )  is a unit with 

respect to ‘ ’ if and only if  

(   ( ))   .  

 

Theorem 3.8  The set of all Lucas sequences ( (   )    
) forms a ring with respect to   and   respectively.   

 

Proof. By Theorem 3.6  (   ) forms an abelian group 

with respect to   
and by Theorem 3.7  (   )  forms a semigroup with 

respect to   
Now note Distributive laws hold on  (   ),  

i.e. The operation   distributes with  . 
For any (     ) (     ) (     )   (   ) 
(     )  ,(     )  (     )-  
 (     )  ,(         )- 
 ,  (   )   (   )- 

 ,             - 
 ,(       )  (       ) 
 ,((     )  (     ))  ((     )  (     ))- 

 

   The left distributive holds. Similarly right distributive 

law that  

,(     )  (     )-  (     )  ,((     )  (     ))  
((     )  (     ))- holds. 

Therefore the set of all Lucas sequences ( (   )    ) 
forms ring with respect to   and   respectively.  

  

Note 2  For     district primes as ( (   )    )  and 

( (   )    )  are two rings, note the cartesian product 

( (   )   (   )  is also a ring with respect to 

corresponding   and  .  

 

IV.  ARITHMETIC OF  (   ) VIA  (   ) AND 

 (   ) FOR      

  

Notation 4.1  For any (     )   (   ) , let     

                    and                 

       .  

  

Remark 4.2  For any (     )   (   ) , 

(       ) (       )  ( (   )   (   )  with 

      ( )  for    
 ( )

 
, where 

     ( ( )  ( )) ; which follows from the fact that 

 (   )  has  ( )  elements which is equal to 

   ( ( )  ( )).  

 

Now we have the following theorem.  

 

Theorem 4.3  The mapping 

(     )  ,(  
 
   

 
) (  

 
   

 
)-  is an isomorphism of 

 (    )       (   )   (   ).  

  

Proof. For       (     )   (   ) 
note (  

 
   

 
)   (   ) and (  

 
   

 
)   (   ) 

since (     )   (   ), for      ( ) 
for          ( ) , we have      

 ( )      
 ( )

 
.  

therefore         ( )     
 
         

       ( )       

  
 

 
.     ( )        ( ) /      

   
 

 
.            /       

              

           

similarly   
 
         for  

          ( ) 

Let    (   )  ((       ) (       )) be a mapping 

defined as 

 (     )  (       ) (       ) 

    *((       ) (       ))       (  )   

        ( )         ( )+ 
 

f is well defined: 

For (     ) (     )   (   ) such that  

           (     )  (     ) 
                          
                          

                  
 
   

 
  

          
 
   

 
 

  (  
 
   

 
)  (  

 
   

 
) 

          (  
 
   

 
)  (  

 
   

 
) 

 ,(  
 
   

 
) (  

 
   

 
)-  ,(  

 
   

 
) (  

 
   

 
)- 

    (     )   (     ) 
   f is well defined 

f is homomorphism: 

For (     ) (     )   (   ) such that  

 ,(     )  (     )- 
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  ,(         )- 
  ,(     ) (     )- 
  ,(     )  (     )- 

 ,((  
 
   

 
)  (  

 
   

 
)) ((  

 
   

 
)  (  

 
   

 
))- 

 ,(  
 
   

 
)(  

 
   

 
)-  ,(  

 
   

 
) (  

 
   

 
)- 

  ((     ))   ((     )) 
 

 ,(     )  (     )- 
  ,(       )- 
  ,(     ) (     )- 
  ,(     )  (     )- 
 ,((  

 
   

 
)  (  

 
   

 
))((  

 
   

 
)  (  

 
   

 
))- 

 ,(  
 
   

 
)(  

 
   

 
)-  ,(  

 
   

 
) (  

 
   

 
)- 

  ((     ))   ((     )) 
   f is homomorphism 

f is one-one: 

For (     ) (     )   (   ) such that  

 (     )   (     ) 
 ,(  

 
   

 
) (  

 
   

 
)-  ,(  

 
   

 
) (  

 
   

 
)- 

   By Chinese remainder theorem    is the unique 

solution of       ,        and    is the unique 

solution of       ,        . Also    is the unique 

solution of        ,         and    is the unique 

solution of        ,         

        and       

Hence (     )  (     ) 
  f is one-one 

 

  (   )       (   )   (   ) 
 

Notation 4.4: Im f or  ( (    )) in  (   )   (   ) is 

denoted as ( (     )) 
 

The above isomorphism of as ( (   ) into  (   )  
 (   ) to ( (     )) 
 is depicted in the following table 

 

                                                                                 

 

    

 (   )   (   )   (   ) 
  

 (   ) 
(     ) (     ) (     )       (   

    
) 

 

 

 

 

 

 

 (   ) 

(     ) ((     ) (     )) ((     ) (     ))       ((   
    

) (     )) 

(     ) ((     ) (     )) ((     ) (     ))       ((   
    

) (     )) 

              
              
              

(  ( )   ( )) ((     ) (  ( )   ( ))) 

 

((     ) (  ( )   ( )))       ((   
    

) (  ( )   ( ))) 

(  ( )     ( )  ) ((     ) (  ( )     ( )  )) 

 

((     ) (  ( )     ( )  ))       ((   
    

) (  ( )   ( ))) 

      .

  
.

  
.

  
  

      .

  
.

  
.

  
  

              
(   

    
) ((     ) (   

    
)) ((     ) (   

    
))   .

  
  ((   

    
) (   

    
)) 

Table  1:  (   )  ( (   )  (   ))   (   )   (   ) 
 

   (   )   (   ) 
 (   ) (     ) (   ) (   ) (   ) (   ) 

 

 

 

 (   ) 

(   ) ((2,0),(2,0)) ((   ) (   )) ((3,0),(2,0)) ((   ) (   )) 
(   ) ((   ) (   )) ((0,1),(1,1)) ((   ) (   )) ((0,4),(1,1)) 

(   ) ((2,0),(6,1)) ((   ) (   )) ((3,0),(6,1)) ((   ) (   )) 
(   ) ((   ) (   )) ((   ) (   )) ((   ) (   )) ((   ) (   )) 
(   ) ((   ) (   )) ((   ) (   )) ((   ) (   )) ((   ) (   )) 
(   ) ((   ) (   )) ((   ) (   )) ((   ) (   )) ((   ) (   )) 

 

Table  2: Values of  (    )  ( (   )  (   ))   (   )   (   ) 
 

In above table, of all values in  (   )   (   ), the set of all shaded values is ( (   )  (   ))   (   )  



  Int. J. Sci. Res. in Mathematical and Statistical Sciences                       Vol. 6(1), Feb 2019, ISSN: 2348-4519 

  © 2019, IJSRMSS All Rights Reserved                                                               183 

 

10  

 (    ) ( (   )  (   )) 
(   ) ((2,0),(2,0)) 

(    ) ((0,1),(1,1)) 

(     ) ((3,0),(6,1)) 

(    ) ((0,4), (5,7)) 

(     ) ((2,0), (6,6)) 

(    ) ((0,1),(1,6)) 

(    ) ((3,0),(2,0)) 

(     ) ((0,4),(1,1)) 

(     ) ((2,0),(6,1)) 

(    ) ((0,1),(5,7)) 

(     ) ((3,0),(6,6)) 

(     ) ((0,4),(1,6)) 

Table  3:  (    )  ( (   )  (   ))   (   )   (   ) 
   

Remark 4.5  It follows from the Remark 4.2 that for any 

(       )  we have ((       ) (     ))   (   )  

 (   ) and this corresponds to (     )   (   ). 
i.e. ((       ) (     ))   (     )  for some     

 ( )  if there is an integer       
 ( )

 
 such that 

      ( )  and  

          ( )). 

symmetrically we have ((     ) (       )) corresponds 

to (     )   (   ) for some      ( ) if there is 

an integer       
 ( )

 
 such that       ( )  and  

          ( ). 

 

We have  (   )   (     ), using this isomorphism an 

Encryption scheme is given in the next section. 

In the following, we give an algorithm for computations of 

Lucas sequences (     )  involving operations ‘  ’ as 

(     )  (     )  (         ) and ‘ ’ as (     )  
(     )  (       ) 
 

Algorithm: 

step 0: (Initialize) Set    
 

    
 where 

               ⌊    ⌋             

                    

step 1: (Value N)   
 

    
 and determine whether   is 

even or odd, if   is even skip to   

        step 4. 

step 2: set            and      

step 3: ,   -, if     the algorithm terminates with   

as the answer. 

step 4: set          ,       and return to 

step 1. 

step 5: [initialize] set   (   )      (   )  
    (   )      (   )    

step 6: For   from        

set          and    

set          and    

set       and compute     (   )  

  (   )  (   )      (   ) 

set       and compute     (   )  

  (   )  (   )      (   ) 

step 7: For given values     

compute (     )  (     )  (         ) 
compute (     )  (     )  (       ) 
step 8: For given values       compute 

(     )  ((     )  (     ))  (  (   )   (   )) 

compute 

(     )  ((     )  (     ))  (             ) 
Therefore this algorithm is used to evaluating the Lucas 

sequences (     )  and computations involving the 

proposed cryptosystem which is described in the following. 

 

V.  ENCRYPTION USING LUCAS SEQUENCES 

 (    ) WITH ARITHMETIC OF        ON 

 (    ) VIA  (   ) AND  (   ): 
 

In the following Cryptosystem sender and receiver generate 

a common key basing on discrete log problem of Lucas 

sequences modulo N and then start the communication. 

Generating common key: 

1. Receiver chooses primes      and select the Lucas 

polynomial          (   ).   

Choose a random integer   such that   (     )  in 

 (   )  and    (  
 
   

 
)       (   )    (  

 
   

 
)  

 (   ) and makes (   ) public. 

2. Sender chooses a random integer   such that   
(     )  and makes (     )    (  (     )  (     )) 
public. 

3. Sender and receiver agree upon secret key     

4. Public Key:  ,  (   ), (   ), (     ) and        

Before start the communication receiver do the following. 

Receiver chooses a random number        ( ) and 

(     )  then and fixes    ((  
 
   

 
) (  

 
   

 
))  
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 (   )    ((  
 
   

 
) (  

 
   

 
))   (   ). 

Also computes   ,  (      )- and   ,  (   
   )- 
 

   ,  (      )- 
    ,((  

 
   

 
) (  

 
   

 
))  ((  

 
   

 
) (  

 
   

 
))

 ((   
 
    

 
) (   

 
    

 
))- 

    ,((  
 
   

 
) (  

 
   

 
))  ((  

 
   

 
)

 (   
 
    

 
)) ((  

 
   

 
)  (   

 
    

 
))- 

       

   ,((  
 
   

 
) (  

 
   

 
))  ((   

 
    

 
) (    

 
     

 
))- 

 ,((  
 
   

 
)  (   

 
    

 
)) ((  

 
   

 
)  (    

 
     

 
))- 

 ,((    
 
     

 
) (  (   )

 
   (   )

 
))- 

By using the Chinese remainder theorem computes (     ) 
by solving   

 
             

 
   (   )     ; 

  
 
             

 
   (   )      and makes the pair 

  ((     )) public 

and  

    ,  (      )- 
 ,((  

 
   

 
) (  

 
   

 
))  ((  

 
   

 
) (  

 
   

 
))

 ((   
 
    

 
) (   

 
    

 
))- 

 ,((  
 
   

 
) (  

 
   

 
))  ((  

 
   

 
)

 (   
 
    

 
)) ((  

 
   

 
)  (   

 
    

 
))- 

 ,((  
 
   

 
) (  

 
   

 
))  ((    

 
     

 
) (   

 
    

 
))- 

 ,((  
 
   

 
)  (    

 
     

 
)) ((  

 
   

 
)  (   

 
    

 
))- 

 ,((  (   )
 

   (   )
 

) (    
 
     

 
))- 

By using the Chinese remainder theorem computes 

(     )  by solving   
 
   (   )        

 
 

         ;   
 
   (   )        

 
           and 

makes the pair   ((     )) public 

 

Encryption: 

Let (     ) be the Lucas equivalent to the message  . 

Sender chooses random pair of Lucas sequences 

(     )     and represents the message as   
(     ). 
Also sender encrypts the message   by computing 

 ̃    (       )  (     )  and  ̃    (       )  
(     ) as follows 

 

  ̃  ,  ((       )  (     ))- 
  ,(     )  ((       )  (     ))- 
  ,(     )  (           )-  

  ,(               )- 
 and  

 ̃  ,  ((       )  (     ))- 
  ,(     )  ((       )  (     ))- 
  ,(     )  (           )- 
  ,(               )- 

  

Sender makes ( ̃  ̃) public. 

Decryption: 

Receiver decrypts the message   by computing     ̃  
((         )  (       ))  and     ̃  ((       )  
(       )) as follows 

 

    ̃   ((         )   (       )) 
    

 ,(  ̃
 
   ̃

 
) (  ̃

 
   ̃

 
)-   ,((    

 
     

 
) (    

 
     

 
))    

((   
 
    

 
) (   

 
    

 
))- 

  

 
,(  ̃

 
   ̃

 
) (  ̃

 
   ̃

 
)-   ,((    

 
     

 
)  

(   
 
    

 
)) ((    

 
     

 
)  (   

 
    

 
)) 

        
 ,(  ̃

 
   ̃

 
) (  ̃

 
   ̃

 
)-   ,(  (    )

 
   (    )

 
) (  (    )

 
   (    )

 
)- 

   ,(  ̃
 
   ̃

 
)  (  (    )

 
   (    )

 
) (  ̃

 
   ̃

 
)

 (  (    )
 

   (    )
 

)- 

  ,(  ̃     
 

   ̃     
 

)  (  ̃     
 

   ̃     
 

)- 
 and  

    ̃   ((         )   (       )) 
    

 ,( 
 ̃

 
  
 ̃

 
) ( 

 ̃

 
  
 ̃

 
)-   ,((    

 
     

 
) (    

 
     

 
))    

((   
 
    

 
) (   

 
    

 
))- 

 

 
,( 

 ̃

 
  
 ̃

 
) ( 

 ̃

 
  
 ̃

 
)-   ,((    

 
     

 
)  

(   
 
    

 
)) ((    

 
     

 
)  (   

 
    

 
)) 

 ,( 
 ̃

 
  
 ̃

 
) ( 

 ̃

 
  
 ̃

 
)-   ,(  (    )

 
   (    )

 
) (  (    )

 
   (    )

 
)- 

  ,( 
 ̃

 
  
 ̃

 
)  (  (    )

 
   (    )

 
) ( 

 ̃

 
  
 ̃

 
)

 (  (    )
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Here         (  ̃     
 

   ̃     
 

) ,         

( 
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) and retrieve the message   using the 

Chinese remainder theorem by solving 

  ̃             ̃          ; 

  ̃             ̃          . 

The message   (     )       can be represented as 

  =∑   
       (   )      (   ). 

 

Example   Sender and receiver generate a common key 

basing on discrete log problem of Lucas sequences 

          (     )  for      and the order of 

 (   ) is  ( )    .  

 

Generating common key: 

1. Receiver chooses random primes             and 

select the Lucas polynomial              (     ). 
Choose   (     ) for some integer   in  (     ) and 

   (   )   (   )    (   )   (   )  and makes 

(   (     )) public. 
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2. Sender chooses   (    ) , for     and makes 

(   (    )  (     )  (   (   )) public. 

3. Sender and receiver agree upon secret key     
((    )  (     ))  (   ). 
4. Public Key:  (     ), (   (     )), (   (   )) and 

         . 

Before start the communication receiver do the following. 

Receiver chooses random number     and fixes 

   ((  
    

 ) (  
    

 ))  ((   ) (   ))  and    
((  

    
 ) (  

    
 ))  ((   ) (   )). 

 

Also computes   ,  (      )- and   ,  (   
   )- 
 

   ,  (      )- 
     ,(   ) (   )  ((   ) (   )  (   ) (   ))- 

     ,(   ) (   )  ((   )  (   ) (   )  (   ))- 
     ,(   ) (   )  (   ) (   )- 
     ,(   )  (   ) (   )  (   )- 
     ,(   ) (   )- 

 

 By using the Chinese remainder theorem, solving the 

following congruences:  

          

           

and 

          

          

 then   (   ) 
 

  ,  (      )- 
 ,(   ) (   )  ((   ) (   )  (   ) (   ))- 
  ,(   ) (   )  ((   )  (   ) (   )  (   ))- 

    ,(   ) (   )  (   ) (   )- 
    ,(   )  (   ) (   )  (   )- 
    ,(   ) (   )- 

 

 By using the Chinese remainder theorem, solving the 

following congruences:  

           

           

  

and 

           

           

    (    ) 
then     are public. 

Encryption: 

Sender sequences represents the message as (       ) for 

     and (       )  (     ). 
Also Sender encrypts the message   by computing 

 ̃    (       )  (       ))  and  ̃    
((       )  (       )) as follows. 

 

 ̃  ,(     )  (       )  (       ))- 
     ,(   )  ((     )  (   ))- 
     ,(   )  (     )- 
     (     ) 
 and   

  ̃  ,(     )  ((       )  (       ))-         ,(    )  
((     )  (   ))- 
       ,(    )  (     )- 
       (   ) 
 

Sender makes ( ̃  ̃) public. 

Decryption: 

Receiver decrypts the message   by computing     ̃  
((         )  (       ))  and     ̃  ((       )  
(       )) as follows 

 

   ,((   ) (   ))-   ,((   ) (   ))   ((   )(   ))- 
     ,((   ) (   ))-   ,((   )  

(   )) ((   )         (   ))-     ,((   ) (   ))-   ,((   )  (   ))- 
 ,((   )  (   )) ((   )  (   ))- 
 ,((   ) (   ))- 
          and  

   ,((   ) (   ))-   ,((   ) (   ))   ((   )(   ))- 
     ,((   ) (   ))-   ,((   )  

(   )) ((   )         (   ))-     ,((   ) (   ))-   ,((   )  (   ))- 
 ,((   )  (   )) ((   )  (   ))- 
 ,((   ) (   ))- 
 

Here         (   ) ,         (   )  and retrieve 

the message       as                    

         by using the Chinese remainder theorem for 

solving  

           

           

  

and 

           

           

VI.  CONCLUSION 

 
The encryption scheme with Lucas sequences proposed in 

this paper is based on arithmetic of     on  (    ) carried 

via arithmetic of     on  (   ) and  (   )  This was 

adapted by exploiting the isomorphism from the ring 

 (   ) to ring  (     ) where  (     ) is a subset of 

 (   )   (   )  In this encryption scheme, the sender 

and the receiver generate a common key basing on discrete 

log problem of (     ) in  (   ).  The sender also uses 

a private key each time a message M is sent to receiver. The 

security of this encryption is based on factorization of N and 

also on the discrete log of Lucas sequences (     ) with a 

possibility of choosing large  , which there by increases 

the security. 
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