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Abstract— In this paper we first established the ring structure on Lucas sequences L(A, N) from the group structure and
semigroup structure with the two operations * and o respectively. Using the arithmetic of * and o on L(A, N) we propose a
public key encryption scheme with the pair of Lucas sequences (V},,, U,,) based on the arithmetic of L(A,pq) via L(A, p)
and L(4, q). The security of this encryption scheme is based on the discrete log problem of Lucas sequences(V,,, Up,).
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I. INTRODUCTION

Public key cryptosystem based on trapdoor
function defined by Lucas sequences V;,(a, 1), was first
proposed by Smith and Lennon [8,11] as an analogue to
RSA public key cryptosystem. In this paper we construct
an encryption scheme using the pair of Lucas sequences
(,,U,) in L(A,N) and using the arithmetic of the ring
structure on L(A,N) with operations * and o. This
encryption scheme using the pair of Lucas sequences
(V,,U,) in L(A,N) is based on the arithmetic of L(A,pq)
carried via L(A,p) and L(4, q). Basing on this arithmetic
we propose a cryptosystem with an advantage of using a
same key for multiple communications. The security of the
cryptosystem is based on the hardness of discrete log
problem of pair of Lucas sequences. The Lucas sequences
(V,, U,,) inthis encryption can be computed by using Lucas
addition chain for any integer n as in [9]. For any
x,y,x —y inthe Lucas addition chain we use the formulas
Very(@ 1) = Ve(a, b)Y, (a,b) = Ve—y(a, b) and
Ux+y(ar 1= Ux(a'b)Vy(a' b) — Ux—y(ar b)

The rest of the paper is organized as follows:
Section Il contains preliminaries on Lucas sequences
L(A,N) and their properties. Sections Il describes the
development of ring structure on L(A, N) and Section 1V
describes the isomorphism from the ring of L(A, pq) into
L(A,p) X L(A,q) which forms a basis of proposed
encryption scheme. Section V contains the construction of
proposed encryption based on the arithmetic of L(A,N)
carried via L(A,p) and L(4, q). Section VI concludes the
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construction of encryption with a note on the security of the
encryption scheme.

Il.  PRELIMINARIES

Lucas Sequences and their Properties

Definition 2.1: [2,5,6,8] Let a and b be two integers and
a aroot of the polynomial

x*—ax+b in QWA) for A=a?—4b a non square,

+VA —VA
a+/A a/A e have

writing a = and its conjugate § =

a+f =aaBf =b,a— L =+A and the Lucas sequences
{Vk(a,b)} and {U,(a,b)}, k = 0 are defined as

Vi(a,b) = a* + p*
_ ak—ﬁk

Uk(a,b) = W
In Particular, V, = 2, V; = a,
and UO = 0 U1 = 1

Vi(a,b) and Ug(a,b) are given by following recurrence
sequences.

1. Vi(a,b) =aVy_i(a,b) — bV,_,(a,b)

2. Ux(a,b) = aUy_1(a,b) — bUy_,(a,b)

Lucas sequences satisfying the following properties

L. Van(a,b) = (Vu(a,b))? — 2b™

2. Van-1(a,b) = Vo(a,b)Vy-1(a,b) — ab™™*
3.Vans1(a,b) = alit(a,b) — bV, (a, b)Vn_q(a, b) — ab™
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4.
Vk+m(a' b) =
~(Ve(a, b)Vy (a, b) +

AU, (a,b)U,,(a, b))
5.
U+m(a, b) =
> (Ui(a, b)YV (a, b) +

Um(a, b)Vy(a, b))

6. Viry(a,b) =Vi(a,b)V,(a,b) —V,_,(a,b)
7. Uyyy(a,1) = Uy(a,b)V,(a,b) — Uy_y(a,b)
8. UZ(ab) = 7"”(‘1”) :

9

. Ifm=pg,p;%..p,7, such that (m,A) =1 then for
S(m) = lcm[pe‘ ! (pi - (ﬁ)) -1, where (3) is the
Legendre’s symbol of A With respect to the prime p;,

10. Vgamy(a, b) = 2b mod N;
Usimy(a, b) =0 mod N

11. Vgamye(a, b) = 2b modN
Usemye(a,b) =0 mod N
In particular for b = 1 the above properties can be written
as
1 Van(a1) = (Vu(a, 1))? -2
2. V2n—1(a' 1) = Vn(a' 1)Vn—1(a' 1) —a
2- Vans1(a, 1) = VZ(a1) = V(e DVpe(a, 1) — a

Vesm(a,1) =
> Vi@, DVp(a, 1) +
AUk (a' 1) Um (a' 1))

5.
Uk+m(a'1) =

> (Ui(@, D)Vp(a, 1) + Um(a, 1)Vi(a,1))
6. Viey(a, 1) =Ve(a, DV, (a,1) —Vi_y(a,1)

7. Uxiy(a,1) =Ux(a, DV, (a,1) = Uy_y(a, 1)

8. UZ(q 1) = @D

A
9. If m=p* ,p2 ..py", such that (m,A) =1 then for
S@m) = lem{p;" (p; - (3)) ., where (3) is the
Legendre’s symbol of A with respect to the prime p;,
10. VS(m) (a, 1) =V, (a, 1)mod N;
Usimy(a, 1) = Up(a, 1)mod N
11. Vsimye(a, 1) = Vy(a, 1)mod N;
Usimye(a, 1) = Up(a, 1)mod N

Theorem 2.2 [5]
1.Uswye(a,b) = 0 mod N
2.Vsawvye(a,b) = 2mod N for some integer ¢

I11. Ring structure on Lucas sequences:

© 2019, IJSRMSS All Rights Reserved

Vol. 6(1), Feb 2019, ISSN: 2348-4519

In this section we define operations ‘*’ and ‘o’ on L(A, N)
and describe the ring structure (L(A,N),*,0) of Lucas
sequences.

Notation 3.1: Let N be positive integer such that (N,A) =
1 and then {(Vi,Upyp):1l <m <S(N), where S(N) =

lem{p — (g), q- (g)}}, a set of Lucas sequences is denoted
as L(A N)

Definition 3.2: The operation ‘*’ on L(A, N) is defined as,
for any (Vk: Uk)! (Vm’ Um) € L(A, N) , (Vk: Uk) *
(Vm’ Um):(vm+k! Um+k)-

Definition 3.3: The operation ‘o> on L(A,N) is defined
as, for any Vi, Up),(Vim, Uyp) ELAN) (Wi, Up) o
(Vm' Um):(vmk' Umk)-

Theorem 3.4: The set L(A,N) forms an abelian group
with respect to *

Proof. Consider the set L(A,N) = {(V,, Up):1 <m <
S(N), where

S(N) = lem{p — (%),q — (2)}} and * be the operation on
L(A,N) as above.

* is closed:
By definition, note L(A, N) is closed w.r.t *

* |s associative:
Forany (Vi, Ux), (Vin, Um), (Vi, U;) € L(A,N)
we have by the definition
Viesms Ukem) * (V, Up)
= Vikemy+v Ugermy+1)
= (Vk+(m+l): Uk+(m+l))
= (Vi, U) * V41, Uy )mod N

Therefore, L(A, N) is associative.

(Vo,Uy) is the identity:
for any (V,U,) € L(A,N), we have (Vy,Uy) € L(A N)
such that
Vi, Ui * Vo, Up) = (Viewos Ugeo)
= Vi, Uy)
= (Vo, Uo) * (Vie, Uk)
Therefore, (V,, Uy) is the Identity.

Inverse of (V,,Up):
Forany (Vi, Uy) € L(A, N, we have

Visavy-1yi0 Usny-1k) € L(A,N), and
Vi, Uy) = (V(S(N)—l)k: U(S(N)—l)k)
= (Viessv-1i0 Uk (sany-1x)mod N

= (VRS(N)' UkS(N))mOd N
=20
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= (Vo, Uo)mOdN
Therefore, (Visivy-1yk Usay-k) IS the inverse of (V, Uy)
* IS commutative:
Vo Un) * (W, Up) = (Vi Uman)
= Vnsm Unam)
= (Vo Un) * (Wi, Up)
Therefore the set L(AN) ={(Vyp, Up):1 <m < S(N),
A A . .
where S(N) = lem[(p — (;)), (q — (5))] is an abelian
group with respect to *.

Theorem 3.5 (V,U.) = (Vy,Uy) if and only if r=
0 mod S(N)
Proof. suppose (V,.,U,) = (V,, Uy) mod N

. L. p-1 A
First note by Euler’s criterion we have A 2 = (;) mod p,

p is smallest such that
HDal=aif (§)=1

(iDa? = g if (g) =-1

as we have for

\/Kp
aP = “:p )modp
_ (a+VA?
=% )modp
p-1 1
= a+A22 a2 mod p
a+(2)\Va
= (;’) mod p
(a—VE .. A _
% > 1f(;)——1
a+vA .. A
| T Q=1
(A _
ﬁlf(;)— 1
= o AL
alf(;)—l

Now note by (i) and (ii),

(Vr' Ur) = (VO' UO)mOd p

=V, = Vymod p and U, = Uymod p
= af + B =2modp and aa:g
Sa"+ B =2modp and of = f'mod p

= 20" = 2modp

= a" =1modp

Now if (ﬁ) =1 then as (i) implies (p — 1) is smallest
such that @?~! = 1 mod p

we have (p —1)/r

if (S) = —1 then as (ii) implies (p + 1) is smallest such

=0modp
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that a?*! = aff mod p
we have (p + 1)/r
Therefore for a” = 1modp we have (p—1)/r |if

(%) =1and (p + 1)/r if (%) =-1
=@ - C)/r.

For N = pq, p and g are primes
S(N) = lem[(p — ), (@ = )] we have
@~/ @— O/ .

= r is a common multiple of (p — (%)), (p— (%))

_ (o3 (p-2)

r
= S(N)/r
= r = 0 mod S(N)
conversely suppose r = 0 mod S(N)
= r = S(N)t, for some integer t
=V = Vsanye and Uy = Usquye
= V. =Vymod N and U, = Uymod N
= (1, Uy) = (Vy, Ug)mod N
~r=0modS(N) = (V,,U,) = (V,, Uy)mod N

Theorem 3.6  (L(A,N)) is an abelian group with
O(L(A N)) =S(N).

Proof. By theorem 3.4 we have L(A, N) is abelian group.
Now to show (L(A,N)) consists of S(N) distinct
elements. we have L(A,N) = {(V;,, Un): 1 <m < S(N)}.
If for any s,t such that 1 <s,t<SN), (V;,Us) =
V., Uy) then V; =V, and Ug = U,

Nowas Vs_ = V,V, — > (V. + AU,U,)

we have V,_, = %(VS2 — AU
Vé-4
4

=~ -2
=2modN
similarly note Us_; = 0 mod N
=> Ve =V, and Us_; = U,
Therefore (Vs_;, Us—) = (Vy, Uy) then by theorem 3.5
= s—t=0modS(N)
= s = tmod S(N)
=>s=tas0<s,t<S(N).
Therefore L(A,N) have S(N) distinct elements.

)

Theorem 3.7 L(4,N) with respect to ‘o’, defined as, for
any (Vi, Uy), Vo, Up) € L(A,N) such that (VU)o
(Vo Up)=(Vaie» Ui ); forms a semogroup with (V;, U;) as
identity.

Proof. By definition of o on L(A,N), note L(A,N) is

closed with respect to ‘o’ and for any (Vi, Uy), (Vpn, Up),
(V,,U) € L(A,N) such that
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Vi U) © (Vi Un) © (V,, U)))
= Vi, Ur) © Vit, Upt)
= Vkmuy Uronp)
= Viemyv Ugemyt)
= ((Vi, Ug) © (Vin, U)) © (V1, Up)
therefore ‘o’ is associative, also note ‘o’ is
commutative as
{Vkm = Vmk
Ukm = Umk
For any (Vi,Uy) € L(A,N) we have (V,,U;) € L(A N)
such that (V,Up) o (V1,Uy) = Vi, Uy, (V3,U;) is the
identity with respect to o.

Note 1 Any element (Vi,Uy) € L(A N) is a unit with
respect to ‘o’ if and only if
(k,S(N)) = 1.

Theorem 3.8 The set of all Lucas sequences (L(A, N),*,o
) forms a ring with respectto * and o respectively.

Proof. By Theorem 3.6 L(A,N) forms an abelian group
with respect to *

and by Theorem 3.7 L(A,N) forms a semigroup with
respect to o

Now note Distributive laws hold on L(A, N),

i.e. The operation o distributes with .

Forany (Vi, Ux), (Vin, U), (Vi, U;) € L(A,N)

Vi Uie) © [(Vin, Un) * (V, U]

= Vi, Ur) © [(Vins 1, Um+1)]

= [Vikan+ty Ukman]

= [Vim+rt Ukme+xi]

= [(Viem» Ukm) * (View, Upr)

= [((Vi, Ur) © Vi, Um)) * ((Vie, Ug) o (V;, Up)]

~ The left distributive holds. Similarly right distributive
law that

[V, Um) * (Vi, Up)] o (Vie, Uy) = [((Vi, Um) © (Vie, Up)) *
((V, Up) o (Vi, Uy))] holds.

Therefore the set of all Lucas sequences (L(A,N),*,0)
forms ring with respect to = and o respectively.

Note 2 For p,q district primes as (L(4A, q),*°) and
(L(A,p),*,0) are two rings, note the cartesian product
(L(A,p) X L(A,q) is also a ring with respect to
corresponding * and o.

IV. ARITHMETIC OF L(A,N) VIA L(A,p) AND
L(A,q) FOR N =pq

Notation 4.1 For any (V,,U,) € L(A,N), let Vin,
Vmod p, Ving = nmod q and U, = U,,mod p, Umg
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U,mod q.

Remark 4.2 For any (Vn, Un) €LAN)
(Vinys Uy )s (Vings Unng) € (LA, p) X L(4, ) with
m = m, + S(p)t for 0=<< ? , where

d = gcd(S(p),S(q)); which follows from the fact that
L(A,N) has S(N) elements which is equal to

lem(S(p), S(q)).

Now we have the following theorem.

Theorem 4.3 The mapping
Vi, Um) = [(V2,UR)), (V,U2)] is an isomorphism of
L(A, pq) into L(A, p) X L(4, q).

Proof. For N = pq,V(V,,, Up,) € L(A,N)
note (VF,UP) € L(A,p) and (V,],UL) € L(A, q)
since (W, Up) € L(A, N), for r <m < S(N)
for m, =mmodS(p) , we have m=m, +

Sp)t0<t <l

therefore Vi, = Vi yspye = VP =V, modp
= mp,rs(p)tmod p
= 2 (Vin,Vsore + AU, Uspye ) mod p

1
= = (Vin, Vo + AU, Up) mod p
= mp+0modp
= Vmpmod P
similarly Uy, = Uy, modp for
m, = mmod S(p)
Let f:L(AN) - ((Vmp, Ump), (qu,Umq)) be a mapping
defined as
[V Up) = (Vmp: Ump): (qu' Umq)
Imf = {((Vmp' Ump)' (qu: Umq)): Vism< S(pq)'mp
= mmod S(p),= mmod S(q)}

f is well defined:
For (W, Up), (Vi, Uy) € L(A, N) such that
(Vi Um) = (Vi Uy)
= V,mod p = V,mod p,

U,y,mod p = U,mod p u
=V =V,
Up = Uy,

= (Vm, Um) = (W, Up)
similarly(V,], U2) = (%1, UD)
=[G, UR), (ht, U] = [, UD), (W2, U]
= f (Vi Um) = f(Vie, Ux)
=~ fis well defined
f is homomorphism:
For (V, U, (Vi, Uy) € L(A, N) such that
f[(me Um) * (ka Uk)]

181



Int. J. Sci. Res. in Mathematical and Statistical Sciences

f[(Vm+k' Um+k)]

FI W * Vi), (Un * Up)]

f[(Vm' Um) * (Vk' Uk)]

[(VE,UR) = (WP, UDY), (1, UL) * (W, U]
(VR U WV, U] * [(VE, U, (B, UD]

f (Vo Un)) * £ ((Viey Up))

(Vs Up) © (Vi Up)]

f[(mG' Umk)]

[l 2 Vi), (Up, © U]
f

[

[

[(Vm' Um) ° (Vk' Uk)]
(Vm, UR) © (B, U (Vi Un) © (B, U]
Vo Un) W, UgD1 0 [V, U, (VL U]
f (Vs Un)) o f((Vie, Uy))
=~ fis homomorphism
f is one-one:

| T | s}

Vol. 6(1), Feb 2019, ISSN: 2348-4519

~ By Chinese remainder theorem 1V, is the unique
solution of V,modp, V,modp and V, is the unique
solution of V,modp, V,modp. Also U, is the unique
solution of U,,modp, U,modp and U, is the unique
solution of U,mod p, Uymod p
~V, =V, and U,, = Uy
Hence (V,,, U) = (Vi Uy)

~ fis one-one

~ L(AN) = Imf € L(A,p) X L(A,q)

Notation 4.4: Im f or f(L(4A,pq)) in L(4,p) X L(4,q) is
denoted as (L(A, p; q))

The above isomorphism of as (L(A, N)into L(A,p) X
L(A, q) to (L(A p;q))

For (W, Up), Vi, Uy) € L(A, N) such that

f Wi, Um) = f(Vi, Uy)

(VR UR), Vd, U] = [V, UD), (V& UD]

is depicted in the following table

L(A,N) L(Ap) X L(A q)
WV, U Vo, Uo) V1, Uy) (Vi Um,,)
L(A,p)
Vo, Up) ((Vo, Up), Vo, Ug)) ((V1, Up), (Vo, Up)) (Vn,r Unm,,), Vo, Uo))
V1, Uy) ((Vo, Ug), (V1, Uy)) ((V1,Uy), (V, Uy)) (V) Um,), V1, Uy))
L, q) | Vswy Usw) ((Vo, Uo), Wspy, Usy)) ((V1, Un), sy, Uspy)) © (Vi Umy, ) (Vs Us )
Vs@y+1 Usy+1) | ((Vo, Uo), Vspy+1r Usy+1)) | ((Va, Un), (Vspy+1, Uspy+1)) © (Vi Umy, ) (Vs Us )
(qu' Umq) ((VOl UO)/ (qul Umq)) ((Vll Ul)' (qu' Umq)) ((Vmp' Ump)f (qu' Umq))
Table 1. L(A,N) = (L(A,p): L(A, ) S L(A,p) X L(A, q)
L(1,5) X L(47)
L(1L5)  (V,Up) (2,0) 0,1) (3,0) 04)
(2,0) ((2,0),(2,0)) ((0,1), (2,0)) ((3,0),(2,0)) ((04), (2,0))
€H)Y) ((2,0), (1,1)) ((0,1),(1,1)) ((3,0),(1,1)) |((0,4),(1,1))
(6,1 ((2,0),(6,1)) ((0,1), (6,1)) ((3,0),(6,1)) ((04), (6,1))
L(47) (5,7 ((2,0),(57) [ ((0,1),(57)) | ((3,0),(57)) |((0.4),(57)
(6,6) ((2,0),(6,6)) | ((0,1),(6,6)) | ((3,5),(6,6)) | ((0,4),(6,6))
(1,6) ((2,0),(1,6)) [ ((0,1),(1,6)) | ((3,0),(1,6)) | ((0,4),(1,6))

Table 2: Values of L(A,35) = (L(4,5); L(A, 7)) € L(A,5) x L(A, 7)

In above table, of all values in L(A,p) X L(4, q), the set of all shaded values is (L(A,p); L(A,q)) = L(A,N)

© 2019, IJSRMSS All Rights Reserved
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L(A,35) (L(A5);L(A 7))
(2,0) ((2,0),(2,0))
(15,1) ((0,1),(1,1))
(13,15)  [((3,0).(6,1))
(5,14) ((0,4), (57))
(27,20)  [((2,0), (6,6))
(15,6) ((0,1),(1,6))
(23,0) ((3,0),(2,0))
(1529)  [((0,4).(1.1))
(27,15)  [((2,0).(6,1))
(5,21) ((0,1),(5,7))
(13,20)  [((3.0).(6,6))
(1534)  [((0,4).(16))

Table 3: L(A 35) = (L(4,5); L(4,7)) € L(A, 5) X L(4,7)

Remark 4.5 It follows from the Remark 4.2 that for any
(Y, Ug,) we have ((Vg,» Ug,), (Vo, Up)) € L(A, p) X
L(A, q) and this corresponds to (¥, U,) € L(A,N).

i.e. ((I{qp,ng), Vo, Up)) = f(V,Uy) for some 0 <x <

S(N) if there is an integer t,OSx<@ such that

x =gp,+ St and ‘

Xq = 0 mod S(q)).

symmetrically we have ((Vo, Up), (Vg Ug,)) corresponds
to (V,U,) € L(A N) for some 0 <y < S(N) if there is
@) such that y = g, + S(p)t and

aninteger t,0 <y < -

x, = 0 mod S(p).

We have L(A,N) = L(A, p; q), using this isomorphism an
Encryption scheme is given in the next section.

In the following, we give an algorithm for computations of
Lucas sequences (V,,U,) involving operations *’ as
(Vi Ui * (Vs Um) = (Viewms Uk+m) and ‘o> as (Vi, Uy) ©
(Vi Un) = (Viems Ugm)

Algorithm:
step  0:  (Initialize)  Set N « zg_i where
k= llogn),i =0,1,2,...,k

X<0Ye«1,Z<Y+1
step 1: (Value N) N < —— and determine whether N is

even or odd, if N is even skip to

step 4.
step2:set X « 2Y,Y « X+ 1 and Z « 2z
step 3: [N = n], if N = n the algorithm terminates with Y
as the answer.
step 4: setX « X +Y,Y «2Y, Z <Y +1 and return to
step 1.
step 5. [initialize] set  Vy(a,1) =2,Vi(a,1) =
a,Uy(a,1) =0,U;(a,1) =1
step 6: For i from Oto k

set V, « Vy,Vy and V,

© 2019, IJSRMSS All Rights Reserved

set I, « Uy, Uy and Uy,

set nei+j and compute Vi ;(a,1)«
Vi(a, 1)V;(a,1) = Vi_j(a, 1)

set nei+j and compute Uyji(a,1) <
Ui (a, 1)V](ai 1) - Ui—j (a, 1)
step 7: For given values k,m
compute (Vi, Ur) * Vi, U) = (Ve Uk em)
compute (Vi, Ux) © (Vin, Up) = (Viems Ugm)
step 8: For given values k,m,l compute

Vi Ug) © (Vi Un) * (Vi UD) = Vieemery Ukmny)

compute
Vi, Ur) * (Vi Un) * (Vi, U)) = (Viewmav Uk 4mer)
Therefore this algorithm is used to evaluating the Lucas
sequences (¥, U,) and computations involving the
proposed cryptosystem which is described in the following.

V. ENCRYPTION USING LUCAS SEQUENCES
L(A,pq) WITH ARITHMETIC OF * and o ON
L(A,pq) VIA L(A,p) AND L(A, q):

In the following Cryptosystem sender and receiver generate
a common key basing on discrete log problem of Lucas
sequences modulo N and then start the communication.
Generating common key:

1. Receiver chooses primes p,q and select the Lucas
polynomial x? —ax + 1 € L(A,N).

Choose a random integer t such that T = (V,,U;) in
L(AN) and T, = (VP,Uf) e L(Ap).T, =V, U}) €
L(A,q) and makes (N, T) public.

2. Sender chooses a random integer r such that R =
(V+,Uy) and makes (N,ReT) = (N,(V;,U;)° (V,Up))
public.

3. Sender and receiver agree upon secretkey Ro T

4. Public Key: a, L(A,N), (N,T), (N,RT) and a;, b;
Before start the communication receiver do the following.
Receiver chooses a random number g,0 < g < S(N) and
(V,,Uy) then and fixes GP = ((V',U)), (V,,U)) €
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L(AN), G = ((Vy", U3), (', U) € L(AN).
Also computes € =[Ro (G7*T™1)] and D = [R o (G? =

TH)]

C =[Ro(GI+T™ V)]
= [, U, (5, U)o (04, U, (4, UD)
* ((V—p' Uft)' (V—q' —t))]
=[G, UD), G, U)o (%, U)
« (U, UP), (V) UD) = (V2, U9)]

= [(V7,UD), (G, U)o ((VE, UZ), (VL Ug_))]
= [((V" Up) e (V4 U’Q)) (VU o (VLo Ug_ )]

= (Vo UP ), (Vi g, Ul ))]
By using the Chinese remainder theorem computes (V, U,)
by solving VP =V_,modp, V! =V, y_pmodq ;
Uf = U_,ymod p, Ul = Uy y_pmod q and makes the pair
€ = ((V, U;)) public

and
D = [Ro(G? *T™1)]
= [((W2, UD), (G, U)o (%, UD), (%, Ug))
« (V5 UR)), (V5, UZ))]
= (W2, U9), (%7, Uf)) o (V). Ug)
* (V—zz:' Uft))' ((Vq' Ug) * (V—qt' Uft))]

= [((V", U9), (G, U)o (V) Ug— ), (VS U]
= [((V” U”) (th, uy t)),((qu.Uf)"(V_qt.Uft))]

o (AP} W U7, )]
By using the Chinese remainder theorem computes
(Va,Ug) by  solving V) =V, g_pmodp, V' =
V_emodq ; U§ = Upg_pmodp, Ui = U_,,mod q and
makes the pair D = ((Vy, Uy)) public

Encryption:

Let (V,,, U,) be the Lucas equivalent to the message M.
Sender chooses random pair of Lucas sequences
(Vn, Up)modN and represents the message as M =
(Vs Up)-

Also sender encrypts the message M by computing
C=Cx (Vre, Upe) * (Vi Up) - and D=Dx Ve Ure) *
(Vn, Up) as follows

C =[C* (Vets Ure) * Vo Um))]
[(Ve, Ue) * ((Vres Ure) * (Vi Um))]
{E‘/C’ UC) (VTC‘F’TL' rt+m)]

C+TC+m’ c+‘rt+m)]

and
= [D * ((Vre, Ure) * (Vi Up))]
= [(Va, Ug) * (Ve Ure) * (Vi Ui )]
= [(Va, Ug) * (Vreams Uresm)]
= [(Vasre+m Udgsresm)]

Sender makes (C,D) public.
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Decryption:

Receiver decrypts the message M by computing M, = C *
(Vo Up) (Ve U-))  and Mg = D * (Ve Upe) *
(V_q, U_y)) as follows

Mc = C: *c ((V—Tt’ U—Tt) *c (V—c' U—C))
= [(V2, UD), (G, UDT ¢ (Ve UL, (Ve U )) e
(V5 UR), (V5 UZ))]

[V, UD), (v ,U")] *o [(((V5, U,
VR UP), (VA U8) (VL Ul))

= [(Vc”p’ UC?)’ (Vc”q’ Ug)] [(V (rt+c)’ Uf(rt+c))‘ (V—q(rt+c)‘ Ug(rt+c))]

= [(Vc”p' Ug) * (Vp(rt+c)' —(rt+c))' (ch’ Ug)
( —(rt+c)’ (rt+c))]

= [(Vc]irt—c' Uf—rt—c) (ch—rt—c' Ug rt— c)]
and

My = D *o (Vorey Uspe) ¢ (Vog, U_g))

= [(V:ng) (V;:Ug)] c [(( —rt? Ufrt) ( —rt? U‘—Irt)) *c
(V2 U2, (Vo UI)]

(V7. U5, (V4 Uq)] ¢ (V5 UL
(V5 U2, (( e Udhe) = (Vi U2Y)

[(V:' Up) (ch’ Ug)] [(Vf(rtﬂl)’ Uf(rt+d))’ (V—q(rt+d)' U‘—I(rt+d))]

= [(Vp:Up) * ( —(rt+d)'Uf(rt+d)) (Vg Ug)
x (V4 (rt+d)’ U‘—?(rt+d))]
q
[( -rt— d' -rt— d) ( -rt— d’U —rt—d)]

Here M modp =2, U, . Mgmodq=
( —re-ar U Tt_d) and retrieve the message M using the
Chlnese remainder theorem by solving

Ve_re—cmod p, Vg_re_gmod q ;
Ue—yt—cmod p,Ug_rt_gmod q.

The message M = (V,,, U,) mod N can be represented as
M =7_, a;V,(a,1) + b;Up(a, 1).

Example  Sender and receiver generate a common key
basing on discrete log problem of Lucas sequences
x?—15x+ 1 € L(11,35) for a = 15 and the order of
L(A N) is S(N) = 12.

Generating common key:

1. Receiver chooses random primes p = 5and g = 7 and
select the Lucas polynomial ~ x? — 15x + 1 € L(11,35).
Choose T = (27,20) for some integer 4 in L(11,35) and
TS5 =(2,0) € L(1,5),T” = (6,6) € L(4,7) and makes
(35,(27,20)) public.
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2. Sender chooses R = (5,14), for r =3 and makes
(35, (5,14) o (27,20) = (35, (2,0)) public.

3. Sender and receiver agree upon secret key RoT =
((5,14) » (27,20)) = (2,0).

4. Public Key: L(11,35), (35,(27,20)), (35,(2,0)) and
a, =2,by =3.

Before start the communication receiver do the following.
Receiver chooses random number g =7 and fixes
G° = ((V§,Ug), (Vg,U§)) = ((3,0),(2,0)) and G7 =
(V5 U5), (V¢, Ug)) = ((2,0), (2,0)).

Also computes € =[Ro (G7 *T™1)] and D = [R o (G® *
=]
C [Ro(G7 * T‘l)]
[(0,4), (5,7) © ((2,0), (2,0) * (2,0), (6,1))]
= [(0,4), (5,7) » ((2,0) = (2,0), (2,0) * (6,1))]
= [(0,4),(5,7) » (2,0),(6,1)]
=[(0,4)  (2,0),(5,7) = (5,7)]
= [(2,0),(2,0)]

By using the Chinese remainder theorem, solving the
following congruences:

x = 2mod 5
x = 2mod 7
and
y = O0mod 5
y = 0mod 7
then C = (2,0)

D = [Ro(G® +T™1)]
=[(0,4),(5,7) » ((3,0), (2,0) * (2,0), (6,1))]
=[(0,4),(5,7) » ((3,0) * (2,0), (2,0) = (6,1))]
[(0,4), (5,7)  (3,0), (6,1)]
[(0,4) © (3,0),(5,7) = (6,1)]
[(3,0),(2,0)]

By using the Chinese remainder theorem, solving the
following congruences:

x =3 mod5
x =2mod7
and
y=0mod5
y =0mod7
~ D = (23,0)
then C,D are public.
Encryption:

Sender sequences represents the message as (V;q, U;g) for
m =19 and V4, U;9) = (15,29).
Also Sender encrypts the message M by computing
C = C * (V12,Usp) * (V19, Uso)) and D=Dx
((V12,U1p) * (V19,Uyo)) as follows.
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C = [(Vo, Up) * (V12, Uyz) * (V19, Upo))]
= [(2,0) * ((20,34) * (2,0))]
= [(2,0) * (15,29)]
= (15,29)
and
D = [(Ve, Ug) * (V12,Uy3) * (V19, Uyo))]
((20,34) = (2,0))]
= [(23,0) * (15,29)]
= (11

=[(23,0) *

Sender makes (C,D) public.
Decryption:
Receiver decrypts the message M by computing M, = C *
((V—Tt’ U—rt) * (V—c: U—c)) and Mcl = 5 * ((Vrt: Urt) *
(V_q,U_y)) as follows

M. = [((0,4), (1,1))] *, [((2,0), (2,0)) * ((2,0)(2,0))]
= [((0,4), (1,1))] *¢ [((2,0) *

(2,0)),((20)+  (2,0))]

= [((0,4) = (2,0)), ((1,1) * (2,0))]

=[((04), (1,1))]

and

My = [((0,1), (1,1))] *¢ [((2,0), (2,0)) *. ((3,0)(2,0))]
= [((0,1), (1,1))] *. [((2,0) *

(3,0)),((2,0) *  (2,0))]

= [((0,1) = (3,0)), ((1,1) * (2,0))]

= [((0.4), (1, 1)]

Here M.mod 5 = (0,4), My;mod 7 = (1,1) and retrieve
the message M = 117 as M = a,V;,, + by Uy, = 2.15 +
3.29 = 117 by using the Chinese remainder theorem for
solving

x =0mod5

x =1mod?7
and

¥y =4mod5

y=1mod7

VI. CONCLUSION

The encryption scheme with Lucas sequences proposed in
this paper is based on arithmetic of *,0 on L(A,pq) carried
via arithmetic of 0 on L(A,p)and L(A,q). This was
adapted by exploiting the isomorphism from the ring
L(A,N) to ring L(A,p,q) where L(A,p,q) is a subset of
L(A,p) X L(A,q). In this encryption scheme, the sender
and the receiver generate a common key basing on discrete
log problem of (V;,,,U,,) inL(A,N). The sender also uses
a private key each time a message M is sent to receiver. The
security of this encryption is based on factorization of N and
also on the discrete log of Lucas sequences (V;,, U,,) witha
possibility of choosing large m, which there by increases
the security.
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