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Abstract— This article discusses the use of elliptic curve cryptography (ECC) in creating secure communication schemes that 

do not require a pre-shared secret key. ECC, a type of public key cryptography, supports applications such as key agreement and 

digital signatures. Traditionally, secure communication necessitates a secret key exchange beforehand, but the paper 

demonstrates a method where multiple parties can publicly select a key without others being able to determine it. The proposed 

protocol leverages elliptic curves and secure multiparty computation (MPC) to allow secure communication over insecure 

channels, even in the presence of adversaries. MPC protocols enable parties to jointly compute functions of their private inputs 

while only revealing the output, with potential applications in privacy-preserving auctions, private DNA comparisons, private 

machine learning, and threshold cryptography. 
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1. Introduction  

Elliptic curve cryptography is a form of public key 

cryptography that relies on the algebraic structure of elliptic 

curves over finite fields [1,2]. Elliptic curves can be defined 

over two types of finite fields: prime fields Fp where p is a 

large prime number, and binary fields
mF2 .This research 

focuses on the utilization of elliptic curves over prime 

fields )( pEE  . A non-supersingular elliptic curve  over  

is defined as the solution of  to the cubic 

equation  where  

such that  together with the 

special point  called the point at infinity. The group of 

points constitutes an abelian group under the addition 

operation, ensuring that the sum of any two points lies on the 

same curve. The security of ECC-based cryptographic 

protocols relies on the elliptic curve discrete logarithm 

problem (ECDLP). ECDLP is the challenge of determining 

the scalar kkk such that R=kP, given that R and P are 

generator points. Private set computation is a critical 

component of secure multiparty computation, and secure 

multiset computation is practically significant [3]. The elliptic 

curve cryptosystem, a vital public key cryptosystem with 

additive homomorphism, plays an important role in secure 

multiparty computation [4,5,6,7, 8,9]. 

 

Let G be a group, with g∈G and h∈⟨g⟩. The discrete 

logarithm problem (DLP) in G involves finding the integer k 

such that h=g
k
, where k is the discrete logarithm of h to the 

base g. For the group of points EEE on an elliptic curve, this 

problem is known as the elliptic curve discrete logarithm 

problem (ECDLP). The difficulty of solving the discrete 

logarithm problem in certain groups forms the foundation of 

many cryptographic systems, including the Diffie-Hellman 

key exchange protocol, the ElGamal public-key encryption 

scheme, and the Digital Signature Algorithm (DSA). Public 

key cryptography relies on the concept of one-way functions, 

such as the exponential function in a large finite field. 

 

2. Related Work  

[10] initially introduced and explored the millionaire 

problem, marking the beginning of secure two-party 

computation. Subsequently, [11] introduced and analyzed the 

general secure multiparty computation (SMC) problem. 

Today, SMC is a highly active research area in cryptography, 

encompassing range queries [12, 13], location queries 
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[14,15], set problems [16, 17], and vector problems [18,19]. 

Multisets are extensively utilized in various fields. For 

instance, banks use multisets to record information about 

customers' ages and occupations, while hospitals collect data 

on patients' blood types, blood pressure, and heart rates. This 

information is sensitive and private. When multiple parties 

need to perform collaborative computations using this data, a 

secure multiparty computation protocol is essential. Multi-

secret sharing schemes are employed to protect multiple 

secrets by distributing them among numerous participants, 

allowing reconstruction only by specific authorized groups of 

participants. 

3. Experimental Method/Procedure/Design 

Let’s consider a scenario where multiple parties 

  and  

(  want to 

compute a function   on their 

respective inputs . 

The objective is to compute the function's output without 

disclosing any individual inputs to the other parties. The key 

can be any random integer agreed upon by the parties or 

users, but it remains unknown to anyone else. A distinctive 

feature of public key cryptography for key exchange is that 

parties can establish a common key using public information. 

This allows anyone to send a message to a specific user using 

the same encryption key, which can be easily found in a 

public directory. Consequently, there is no need for the 

sender to have made any secret arrangements with the 

recipient, nor is any prior contact between the sender and the 

recipient necessary. 

The algorithm(procedure) can be implemented in the 

multiplicatively written group of any finite field. We 

consider the most common implementation in a group of 

a prime field, (ℤ/ . It is important that (ℤ/  is 

a generator since we want to make sure the generated 

shared key at the end received from a power of  is any 

element of (ℤ/ . 

3.1 Outline of the Propose Scheme 

 

1.  and  agree on a prime modulus  and a 

generator  which are publicly known. 

2.  selects or choose a private random number ’ 

such that  and calculate 

 sending the result publicly to . 

3.   select or choose his private number ’ such 

that that  and calculate 

 sending the result publicly to 

. 

4.  takes   public result  and raises it to the 

power of his private number obtaining 

. 

5.  takes  public result  and raises it to the 

power of his private number obtaining 

. 

6. We notice that ; 

 
 is a shared key. 

 

We note that only a and b are private knowledge, while all 

other values used during the exchange are publicly available. 

Therefore, a potential third party (attacker) would have to 

work with g, A, and B to obtain . However, 

computing this with only these values takes an extremely long 

time. If p is extremely large, even the fastest computers in the 

world would be unable to find “a” such that , 

given only A, p, and g, illustrating the difficulty of the discrete 

logarithm problem. Additionally, the use of the generator g in 

(ℤ/  complicates the problem for an adversary, as 

the powers of g can be any element of the field, increasing the 

number of possible key choices. Because the message can be 

arbitrarily large, which may cause the asymmetric encryption 

process to be slow, the obtained shared secret key is used in 

symmetric encryption, allowing  and  to send 

messages across the same open communications channel. 

After computing their public keys ,  and share 

these on an unsecured communication channel. The adversary 

(attacker) can see these computed values. Finally,  and  

use their secret integers to compute: 

 and . Note that it is 

clear that  and  are the same shared key since  
 

 

3.2 Elliptic Curves and their Abelian Group 

Structure. 

Elliptic curves are used in many mathematical fields such as 

cryptography solving Diophantine equations. The security of 

the schemes that use the group of points on elliptic curves, is 

based on the hardness of the discrete logarithm problem. 

Let  be a field. An elliptic curve  defined over  is a 

smooth plane cubic curve giving by a long Weierstrass 

equation: 
 

Where . The homogenization of the 

curve  is giving by: 

 
The only point at infinity on this curve is [ 0: 1: 0], we denote 

this point by  from now on. This point is the neutral 

element in the group structure on . If the  
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then by a suitable change of variables, we have the short 

Weierstrass equation: 

           (4) 

 

Where . It is well-known that if   is a curve 

giving by the Weierstrass equation (4), then is an elliptic 

curve if and only if its discriminant  is 

nonzero. That is; 

 . 

We will now define the group structure on . Let  be an 

elliptic curve over , defined by equation (4). Let  

 and  be two points on . The 

addition 

   is defined as follows: 

 If  and , then   

 If  , then   and  

, where 𝝀 =   

 If , and , then   

 If , and   then   and  

 where 𝝀 =   

The points on  form an additive abelian group with  as the 

identity element. We know that from the ElGamal 

cryptosystem which is a public key cryptosystem proposed by 

ElGamal in 1985, it is easy to create a direct analogue of the 

ElGamal public key cryptosystem. Two users say,  and  

agree to use a particular prime , elliptic curve , and point 

.  chooses a secret multiplier  and publishes 

the point  as her public key, likewise  also 

chooses a secret multiplier   and publishes the point 

 as her public key.  plaintext is a point 

. He chooses an integer  to be his ephemeral 

key and computes: 

 .      (4a) 

He then sends the two points (  to  who computes: 

 
 to recover the plaintext. An adversary who can solve the 

ECDLP can of course, determine  from the publicly 

known information  and  but as everybody knows, 

there is no efficient way to compute discrete logarithms, so 

the system is secure, [20]. 

 

3.3 Design and formulation. 

We first gave an intuition on how one might compute a 

function securely without relying on trusted parties. This 

requires that we specify a protocol, i.e., a set of instructions 

that participants are supposed to follow to obtain the desired 

result. For simplicity, we will assume for now that 

participants always follow the protocol. We will also assume 

that any pair of participants can communicate securely, i.e., it 

is possible for  to send a message  to , such that no 

third party sees  and  knows that  came from . Let 

 be the number of participants joining a 

distributed computing network over insecure channel, in 

which the  party keeps a private input  

, and all inputs have the same 

length  with ji, . The multiparty computation 

function  is defined as follows: 

   nn
f   }1,0{}1,0{:  

  )(,...,1 vfvvv n   

 ))(,...,(1 vfvf n          (5) 

The  party who owns the private input value  wishes to 

obtain the  element in  nvvf ,...1  that is 

 ni vvf ,...1  denoted as . A multi-party 

computation function  can fall into one of the following 

types: 

Deterministic functions: this returns a unique output with the 

same input value, and includes: i). Symmetric deterministic 

functions are deterministic functions in which 

  ),...,(,... 11 njni vvfvvf   with ji  . (ii). 

Asymmetric deterministic functions are deterministic 

functions where   ),...,(,... 11 njni vvfvvf   

with ji  . General functions (including both 

deterministic and indeterministic functions) that can return 

different outputs with the same input in different executions. 

 

4. Results and Discussion 

Suppose that, there is an agreement among the 

communicants,   and 

(  to 

communicate on an insecure communication channel where 

they agreed to use the prime  and the 

primitive root .  and  chooses their secret-

keys as respectively. They 

then compute their public-keys  as follows: 

, and  

. 

Thus, the computed value would now be share publicly. 

The shared key  will now be:  

. 

To see the communicated message, the adversary has to solve 

any of the congruence equations: 

 and 

. The adversary can 
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solve these values of  and   if  is small prime. In 

practice, the  value must be at least 1024 bits length, [21]. 

Then it will be difficult for the adversary to find the secret 

keys. The calculated value now forms an elliptic curve thus: 

, which off course 

satisfy the discriminant condition of an elliptic curve. Now 

consider the curve  

formulated above, assuming that  and  want to 

communicate a secured secret message 

 through an insecure communication 

channel, then they have to agree on a particular elliptic curve 

 and a specific public base point 

 on .  then choose randomly a 

secret (key) integer  and does not reveal it to 

anyone. Likewise,   also choose randomly a secret (key) 

integer  and keeps it confidential to himself. 

They then use their secret key to compute their public key  

 as follows: 

, and the shared secret 

value:  which they can use as 

a key to communicate privately via a symmetric cipher. 

   (6) 

  (7) 

 then sends  to  and  also sends to  and they 

again computes: 

 : 

. (8) 

. (9) 

Thus  and  have exchange the secret point: 

 (30305, 25466)  

.    (10) 

Note that:  

. Of course, for  to decrypt the message, he 

computes: . Finally, he 

computes: 

 

 

 
. 

5. Conclusion and Future Scope  
 

In this paper, we propose a method for secure multiparty 

computation using elliptic curve cryptography. The purpose 

of public key validation is to confirm that a public key has 

certain arithmetic properties. Successful validation indicates 

the logical existence of an associated private key, although it 

does not confirm that the private key has been computed or 

that the claimed owner possesses it. Public key validation is 

crucial in key establishment protocols, where an entity A 

derives a shared secret k by combining her private key with a 

public key received from another entity B, and then uses k in 

a symmetric key protocol (e.g., encryption or message 

authentication). Our secure multiparty protocol offers 

improved efficiency in terms of communication cost 

compared to secret sharing-based approaches, making it 

scalable with respect to the number of parties involved. 
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